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SECTION A Solicitation/Contract Form

CLAUSES INCORPORATED BY FULL TEXT

This is a Fixed-Hourly Rate Time and Material, Indefinite-Delivery, Indefinite-Quantity, Task Order type contract
with a 3-year basic period of performance and two 1-year options.

The minimum quantity to be ordered will be $165,000.00 for the basic term.
FOR YOUR INFORMATION: The following addresses and point of contacts are provided:

Name: BarbaraJ. Hall

Phone: (760) 939-1064

DSN: 437-1064

FAX: (760)939-8186

Email address: Hallbj@navair.navy.mil

U.S. Postal Service Mailing Address:
COMMANDER
CODE 220000D (B. HALL — 760-939-1064)
NAVAIRWARCENWPNDIV
1 ADMINISTRATION CIRCLE
CHINA LAKE, CA 93555-6100

Direct Delivery Address (UPS, FedEx, etc):
COMMANDER
CODE 220000D (B. HALL)
NAVAIRWARCENWPNDIV
BLDG 982, RM 1-MAILROOM
CHINA LAKE, CA 93555-6100
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SECTION B Supplies or Services and Prices
ITEMNO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY
0001
Navy Threat/Simulation Validation Support
T&M - The contractor shall provide services in accordance with the Statement
of Work. Base Period of Performance is 3 years.
MILSTRIP N60530-2009-MINV
PURCHASE REQUEST NUMBER N60530-2009-MJNV
TOT MAX PRICE
CEILING PRICE
ITEMNO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY
0001 AA 425.00 Hours E ] E j
Senior Engineer/Senior Analyst
T&M - First Year of Base Period .
MILSTRIP N60530-2009-MINV v <b3(4§
PURCHASE REQUEST NUMBER N60530-2009-MJNV
TOT MAX PRICE [: :]
CEILING PRICE
ITEMNO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY
000IAB 1,900.00 Hours E ] C ]
Engineer/Analyst
T&M - First Year of Base Period ‘
MILSTRIP N60530-2009-MINV ( b) (L”

PURCHASE REQUEST NUMBER N60530-2009-MINV

TOT MAX PRICE E j

CEILING PRICE
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ITEMNO SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT
QUANTITY . ,
0001AC 1,700.00 Hours [ 1 C 1
Technical Writer
T&M - First Year of Base Period @
MILSTRIP N60530-2009-MJNV Q(S

PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOT MAX PRICE [ :]

CEILING PRICE
ITEMNO SUPPLIES/SERVICES MAX UNIT  UNITPRICE MAX AMOUNT
QUANTITY .
0001AD 425.00 Hours [: j (: _]
Senior Engineer/Senior Analyst
T&M - -Second Year of Base Period
MILSTRIP N60530-2009-MINV C&@Q

PURCHASE REQUEST NUMBER N60530-2009-MINV

TOT MAX PRICE C ]

CEILING PRICE




ITEM NO

ITEM NO
0001AF

ITEM NO

0001AG

SUPPLIES/SERVICES MAX UNIT UNIT PRICE

Engineer/Analyst
T&M - Second Year of Base Period

MILSTRIP N60530-2009-MJNV

PURCHASE REQUEST NUMBER N60530-2009-MINV

TOT MAX PRICE
CEILING PRICE
SUPPLIES/SERVICES MAX UNIT  UNIT PRICE
QUANTITY :
: 1,700.00 Hours [
Technical Writer

T&M - -Second Year of Base Period
MILSTRIP N60530-2009-MJNV
PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOT MAX PRICE
CEILING PRICE
SUPPLIES/SERVICES MAX UNIT  UNIT PRICE
QUANTITY
42500 Hours E

Senior Engineer/Senior Analyst

T&M - Third Year of Base Period
MILSTRIP N60530-2009-MINV
PURCHASE REQUEST NUMBER N60530-2009-MJINV

TOT MAX PRICE
CEILING PRICE

N68936-02-D-0010
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MAX AMOUNT

Qumoo Hours E 1 C A

(oY

c 3

MAX AMOUNT

10 1

(\03 LA\

L 4

1 C A
(@ @‘\



ITEM NO

0001AH

ITEM NO

ITEM NO

0002
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SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT
QUANTITY . ,
1,900.00 Hours E j E j
Enginecer/Analyst -
T&M - Third Year of Base Period .
MILSTRIP N60530-2009-MJNV ' (‘0) (45
PURCHASE REQUEST NUMBER N60530-2009-MINV
TOT MAX PRICE C j
CEILING PRICE

SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT

QUANTITY ._
Technical Writer 170000 Hours ' E j [ j

T&M - Third Year of Base Period

MILSTRIP N60530-2009-MINV C @@3

PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOT MAX PRICE E ]

CEILING PRICE
SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY : .
34,000.00 Dollars, l: ] E :(
Us. .
Materials/Supplies
T&M - (including travel, federal express, telephone, conference facilities and
reproduction). Base Period (3 years). (B)( 4>
MILSTRIP N60530-2009-MJINV

PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOT MAX PRICE (: ]

CEILING PRICE



ITEM NO

0003

ITEM NO
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SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY )
ow O JC 7
Technical Data '

T&M - Technical Data in accordance with Exhibit A, Contract Data
Requirements List (CDRL) DD Form 1423, Base Period (3 Years) (b) (4) ,

MILSTRIP N60530-2009-MJNV
PURCHASE REQUEST NUMBER N60530-2009-MJNV

tormaxerice (. ___|
CEILING PRICE
SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT
QUANTITY .
425.00 Hours [ j [ ]
Senior Engineer/Senior Analyst
T&M - Option Period One.
MILSTRIP N60530-2009-MJNV (b) (4>

PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOT MAX PRICE E_ j

CEILING PRICE




N68936-02-D-0010

Page 8 of 35
ITEMNO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT ,
QUANTITY .
0005 1,700.00 Hours C 1 C N
Engineer/Anlayst
T&M - Option Period One.
MILSTRIP N60530-2009-MINV C‘O}@Q
PURCHASE REQUEST NUMBER N60530-2009-MJNV
TOT MAX PRICE C ]
CEILING PRICE
ITEM NO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY _
0006 1,700.00 Hours C 1 C ]
Technical Writer
T&M - Option Period One.
MILSTRIP N60530-2009-MJNV ( b) ( A—)
PURCHASE REQUEST NUMBER N60530-2009-MJINV ) '
TOT MAX PRICE [ . j
CEILING PRICE
ITEMNO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY
0007 12,020.00 Dollars, C ] C :\
UsS.
Materials/Supplies
T&M - (including travel, federal express, telephone, conference facilities and
reproduction). Option Year One. ( x4>
MILSTRIP N60530-2009-MINV b
PURCHASE REQUEST NUMBER N60530-2009-MJNV
TOT MAX PRICE [ _

CEILING PRICE



ITEM NO

0008

ITEM NO
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SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY -
100 Lot U 1 rC ]
Technical Data

T&M - Technical Data in accordance with Exhibit A, Contract Data
Requirements List (CDRL) DD Form 1423. Option Year One. ( @ ( 4)

MILSTRIP N60530-2009-MINV
PURCHASE REQUEST NUMBER N60530-2009-MJINV

TOT MAX PRICE O -]

CEILING PRICE
SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY
42500 Hours [ :_] E 1
Senior Engineer/Senior Analyst
T&M - Option Year Two.
MILSTRIP N60530-2009-MINV ( @ (A—)

PURCHASE REQUEST NUMBER N60530-2009-MINV

TOT MAX PRICE [ j
CEILING PRICE
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ITEMNO SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT
QUANTITY
0010 1,700.00 Hours E 1 C 1
Engineer/Analyst ’
T&M - Option Year Two.
MILSTRIP N60530-2009-MINV (b)@r)
PURCHASE REQUEST NUMBER N60530-2009-MJNV
TOT MAX PRICE O ]
CEILING PRICE
ITEMNO SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT
QUANTITY k_
0011 1,700.00 Hours C J C
Technical Writer
T&M - Option Year Two.
MILSTRIP N60530-2009-MINV ( b) (4)
PURCHASE REQUEST NUMBER N60530-2009-MJNV
TOT MAX PRICE C ]
CEILING PRICE
ITEMNO SUPPLIES/SERVICES MAX UNIT  UNIT PRICE MAX AMOUNT
QUANTITY
0012 12,381.00 Dollars, C ] C ]

U.S.
Materials/Supplies

T&M - (including travel, federal express, telephone, conference facilities and
reproduction). Option Year Two

MILSTRIP N60530-2009-MJNV (@{Af)

PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOT MAX PRICE E :]
CEILING PRICE
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ITEMNO SUPPLIES/SERVICES MAX UNIT UNIT PRICE MAX AMOUNT
QUANTITY P )
0013 1.00 Lot L j C 3
Technical Data
T&M - Technical Data in accordance with Exhibit A, Contract Data
Requirements List (CDRL) DD Form 1423. Option Year Two. , ( .
MILSTRIP N60530-2009-MINV (b) 4’>

PURCHASE REQUEST NUMBER N60530-2009-MJNV

TOTMAXPRICE [ | )
CEILING PRICE

CLAUSES INCORPORATED BY FULL TEXT

5252.211-9507 PERIOD OF PERFORMANCE (NAVAIR) (MAR 1999)

(2) The contract shall commence on _25 JAN 02 and shall continue 24 JAN 05. However, the period of
performance may be extended in accordance with the option provisions contained herein.

(b) If FAR Clause 52.216-18, “Ordering”, is incorporated into this contract, then the period in which the
Government can issue orders under the contract will be extended at the exercise of an option, and extended to the

end of that option period.
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SECTION C Descriptions and Specifications

CLAUSES INCORPORATED BY FULL TEXT

STATEMENT OF WORK

1.0 SCOPE. This procurement is for the validation of Navy air defense and air defense
related threat simulators, simulations, models and actual threat weapons systems in support of
the Navy Threat/Simulation Validation Program, located at the Naval Air Warfare Center
Weapons Division (NAWCWD), China Lake, CA. These threat/actual systems, simulations and
models are located at Navy bases, laboratory facilities, Test and Evaluation (T&E) facilities, and
training ranges. Navy validation reports are required to contain the DOD approved Standard
Validation Criteria and report format. These reports must also be created in accordance with the
NAWCWPNS TM7489-3 and must be approved by the Navy Validation Coordinator prior to
government acceptance. Work performed under this contract will be ordered by individual task
orders.

2.0 APPLICABLE DOCUMENTS (AS DATED OR LATEST VERSION ). (Most of the

documents listed can be found on the website at http:/www.ailtso.com/simval, any others not found
there can be found at the Defense Modeling and Simulation Office Website (DMSO) or the
Department of the Navy Modeling and Simulation Management Office Website (DONMSMO).

(1) Threat Simulator Program Guidelines, Office of the Deputy Director Defense Research and
Engineering (Test and Evaluation), September 1991

(2) DOD Threat Simulator Program Plan (TSPP) Policy and Procedures manual, February 1993
(3) OPNAVINST 3960.15, Validation of Navy Air Defense Threat Simulators, 6 May 1991
(4) NAVAIRINST 3960, Validation of Navy Air Defense Threat Simulators, 4 May 1992

(5) NAWCWPNS TM 7489-3, U.S. Navy Air Defense Threat Simulator Validation Procedures
Manual, August 1993

(6) DODINST 5000.1 Defense Acquisition 1996
(7) DODINST 5000.2-R MDAPS and MAIS Acquisition Programs March 1996

(8) DOD Directive 5000.59, M&S Management Jan 1994

(9) DOD Instruction 5000.61 DOD M&S VV&A April 1996

(10) SECNAVINST 5200.40 VV&A of M&S April 1999
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(11) OPNAVINST 5200.38 Dept of the Navy M&S Program Oct 1994
(12) COMOPTEVFORINST 5000.1 Use of M&S in Operational Testing Sept 1995

3.0 REQUIREMENTS. The contractor shall provide analytic and engineering support for
the validation of air defense and air defense related threat simulators, simulations, models and
actual threat weapons systems in accordance with paragraph 2.0, Applicable Documents.
Specifically, the contractor shall provide classified technical reports, engineering analysis,
documentation and support to the Navy Threat/Simulation Validation Coordinator NAWCWD)-
China Lake CA, in the development of specific Navy threat/simulation validation procedures,
compilation and analysis of threat/simulation validation data, and documentation of the results to
aid in the production of future threat/simulation validation technical reports. This effort includes
threat data collection, simulation data collection, development of threat simulation critical
parameters (TSCPs), intelligence data research, reviewing other Navy organizations or
laboratory facilities validation reports, database updates, operation of the Validation Database,
responding to technical inquiries, participation in technical reviews, participation in progress
reviews and the development and documentation of Navy validation reports. The Government
may order any of the following, or a combination thereof, in accordance with the ordering
provisions delineated in the contract:

3.1 Threat Data Collection. The contractor shall collect unclassified and classified threat
data from government-provided Defense Intelligence Agency (DIA)-approved threat
documentation. Security level of data collected will be up to Secret for the validation of Navy
threat simulators, simulations, models and actual threat weapons systems as delineated by
individual task orders.

3.2 Simulation Data Collection. The contractor shall collect simulation specification and/or
measured performance data, determine and analyze deltas with respect to threat weapons
systems. Threat simulations are located at the Naval Air Warfare Center NAWC) and the
Aircraft Electronic Warfare Training Ranges (AEWTR). Various sites and locations planned are
as follows: ECRD NAWCWD-China Lake, CA, NAWCWD-Point Mugu, CA, NAWCAD-
Patuxtent River, MD, Naval Research Lab., Washington, D.C., Fallon Tacts Range NAS-Fallon,
NV, and other Navy T&E or Training Labs and Ranges.

33 Threat Simulation Critical Parameters (TSCPs).

3.3.1 The contractor shall collect user test requirements and develop TSCPs and impact
assessments by analyzing threat data and critical training and testing requirements.

3.3.2 The contractor shall provide recommendations regarding changes to TSCPs in writing to
the Government.

34  Intelligence Data Research. The contractor shall periodically review and analyze source
intelligence data including Secret, to remain current on the most recent threat data related to the
specific threat or simulator system being validated. Source intelligence data such as Scientific
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and Technical Intelligence Center (S&TI), Defense Intelligence Agency (DIA), and Central
Intelligence Agency (CIA) data, will be provided by the Navy Validation Coordinator. Itis
important that the time for each classified document or classified data format being transferred
from the Navy Validation Coordinator to contractor facility, or contractor facility to the Navy
Validation Coordinator, not exceed an eight (8) hour day. This data/time requirement can be
accomplished with the contractor facility located within the Ridgecrest, CA city limits. This
time and location requirement will allow the validation program to be executed in a timely
manner, which enables valuable time saved and the validation schedules accomplished on time.
High travel cost and mail time become virtually non-existent, since data is transferred within the
local Ridgecrest/China Lake vicinity. Classified data viewing and review will be made available
at the NAWCWD China Lake Intelligence Library and the Navy Validation Coordinator’s
facility, located at NAWCWD China Lake.

3.5  Validation Report Review. The contractor shall review validation reports from other
Navy organizations and laboratory facilities, as scheduled, to ensure compliance with DOD
guidelines, policy and procedures. Reviews will check for compliance in the areas of validation
criteria and report format. These areas include the table of contents, Introduction, Executive
Summary, Threat Description, Simulation Description, TSCPs, Parametric data entries, impact
analysis section and the conclusions and final recommendations. The contractor shall provide a
written report to the COR detailing the compliance or noncompliance with the DOD validation
guidelines and procedures as documented in the Threat Simulator Program Guidelines and DOD
TSPP.

3.6  Database Updates. The contractor shall update the validation database design to the latest
version of the database or the DOD Threat Definition Document to ensure common indexing of
threat/simulator technical parameters.

3.7 Threat/Simulation Validation Database.

3.7.1 The contractor shall operate the Government furnished classified database to support the
collection and documentation of threat, simulator, simulation, model or actual threat weapons
system data, user test and evaluation requirements and system specification or measured
performance data. This database shall utilize PC-based relational database software and be
located at the contractor's facility within a 15-mil radius of the main gate entrance of the Naval
Air Warfare Center at China Lake, CA.

3.7.2 The contractor shall utilize the database to: (1) compare threat data and user training and
testing requirements to determine Threat Simulation Critical Parameters (TSCPs), (2) compare
TSCPs and specification data or measured performance data to determine deltas, (3) record
engineering analysis of the impact of deltas on testing and or training requirements, and (4)
format and generate validation reports in accordance with the DOD Standard Validation Criteria,
and the DOD Threat Simulator Program Plan and Guidelines.

3.7.3 The contractor shall deliver threat simulation validation reports, as per the validation
schedule provided in each individual task order. Updates to the schedule will be provided to the



N68936-02-D-0010

Page 15 of 35

contractor by the Navy Threat/Simulation Validation Coordinator. Copies of all
reports/deliverables will be provided to the COR.

3.8 Technical Inquiries. The contractor shall provide research, analysis, and the technical
responses to technical inquiries from Government agencies and contractors supporting these
agencies regarding the threat, simulator, simulation, model or actual threat weapons system and
validation methodology. Technical responses shall be provided in writing to the COR.

3.9  Technical Reviews. The contractor shall attend Validation Report Subcommittee
Reviews and Validation Working Group Meetings. At these meetings, the contractor shall
participate in technical discussions and shall be prepared to provide technical recommendations
of the procedures involved in producing a validation report. The contractor shall also be
prepared to answer technical questions concerning any of the sections in the validation report
including analyzed parametric specification and performance data, impacts or differences. When
these meetings are hosted in the Ridgecrest/China Lake, CA area, the contractor shall provide
technical materials and documentation, as necessary. The contractor shall coordinate meeting
arrangements with the COR.

3.10 Progress Reviews. Monthly progress reviews will be conducted at contractor facilities.
The COR will chair the meetings. The contractor shall discuss any changes in the validation
plans and program. Specific dates and times for the meeting will be coordinated between the
contractor and the COR.

3.11 Progress Reports. The contractor shall provide a monthly progress report. This report
shall include a summary of monthly accomplishments and plans for the systems according to the
task order they are being reported under.

40 DELIVERABLES. Unclassified reports, except for the monthly progress report, shall
be submitted in PC format. Electronic files shall be maintained with backup stored separate from
primary system hard drives in lieu of retaining paper copies of all work. Classified
correspondence shall be handled via normal classified control channels specified in the Contract
Security Classification Specification DD Form 254. In accordance with the Contract Data
Requirements List (Exhibit A) and as ordered by individual task order, the contractor shall
prepare and provide the following documentation under this contract:

4.1 Threat Simulator Critical Parameters (TSCPs) and any change recommendations as
described in paragraph 3.3.2.

4.2 Validation Report Review Recommendations as described in paragraph 3.5.
4.3  Threat Simulation Validation Report as described in paragraph 3.7.3.
44  Technical Inquiry Responses as described in paragraph 3.8.

4.5  Technical Review Materials as described in paragraph 3.9.
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4.6  Progress Reports as described in paragraph 3.11.

5.0 SECURITY REQUIREMENTS. The classification for this contract will be up to and
including SECRET. Classified material shall be handled in accordance with the National
Industrial Security Program Operating Manual, DOD 5220.22-M (NISPOM) and with the
Naval Air Warfare Center Weapons Division instructions and guidelines.

C.33 CONTRACT DATA REQUIREMENTS LIST
Item CLIN 0003 shall be in accordance with the attached Contract Data Requirements List, CDRL, DD Form
1423, dated 9 Mar 2001, Exhibit “A” of this contract.

C.34 CONTRACT DATA REQUIREMENTS LIST (OPTION)
Items CLIN 0008 and CLIN 0013, if the option is exercised, shall be in accordance with the attached Contract
Data Requirements List, CDRL, DD Form 1423, dated 9 Mar 2001Exhibit “B” of this contract.
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SECTION D Packaging and Marking

CLAUSES INCORPORATED BY FULL TEXT

5252.247-9507 PACKAGING AND MARKING OF REPORTS (SEP 1999)

(a) All unclassified data shall be prepared for shipment in accordance with best commercial practice. Classified
reports, data and documentation, if any, shall be prepared for shipment in accordance with the National Industry
Security Program Operating Manual, DoD 5220.22-M.

(b) The contractor shail promptly display on the cover of each report the following information:

(1) Name and business address of contractor.

(2) Contract Number/Delivery/Task order number.

(3) Contract/Delivery/task order dollar amount.

(4) Whether the contract was competitively or non-competitively awarded;
(5) Name, code and activity of sponsoring individual.

5252.247-9509 PRESERVATION, PACKAGING, PACKING AND MARKING (NAVAIR) (JUL 1998)

(a) Preservation, packaging and packing shall conform to prevailing industry standards for the type of commodity
purchased under this contract.

(b) All packages will be clearly marked with applicable contract number/delivery order number, and will contain
appropriate packing slip. All deliveries will be marked for and/or consigned (see Statement of Work).

(c) In the event of any discrepancy in material shipped (overage, technical rejection, damage), the contractor
shall, immediately upon request of the Contracting Officer, furnish disposition instructions. Normally, such
disposition instruction shall be a properly completed Commercial Bill of Lading which includes, but is not limited
to, the mode of shipment, routing, special handling, and so forth.

(d) If the contractor is required to install equipment upon delivery, then the contractor shall inform the
Government of the date of shipment from the contractor’s facilities and the anticipated date of arrival at the site.
This report shall be made no later than the actual date that the shipment is made from the contractor’s facilities. The
report may be made by facsimile or e-mail, to the point of contact listed in Section G. All transportation, rigging,
drayage, packing, unpacking, and handling necessary to accomplish the installation shall be the responsibility of the
contractor.

D-TXT-04 CLASSIFIED MATTER

Classified matter, if applicable, will be packed and shipped in accordance with transmission instructions contained
in the Industrial Security Manual for Safeguarding Classified Information and the DD Form 254 attached to this
contract.
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SECTION E Inspection and Acceptance

INSPECTION AND ACCEPTANCE TERMS

Supplies/services will be inspected/accepted by the Government at China Lake, CA.

CLAUSES INCORPORATED BY REFERENCE:

52.246-6 Inspection--Time-And-Material And Labor-Hour JAN 1986
52.246-16 Responsibility For Supplies APR 1984




SECTION F Deliveries or Performance

DELIVERY INFORMATION
CLINS DELIVERY DATE
0001 POP 25-JAN-02 TO
24-JAN-05

0001AA POP 25-JAN-02 TO
24-JAN-05

0001AB POP 25-JAN-02 TO
24-JAN-05

0001AC POP 25-JAN-02 TO
24-JAN-05

0001AD POP 25-JAN-02 TO
24-JAN-05

0001AE POP 25-JAN-02 TO
24-JAN-05

0001AF POP 25-JAN-02 TO
24-JAN-05

0001AG POP 25-JAN-02 TO
24-JAN-05

0001AH POP 25-JAN-02 TO
24-JAN-05

0001A) POP 25-JAN-02 TO
24-JAN-05

0002 POP 25-JAN-02 TO
24-JAN-05

0003 POP 25-JAN-02 TO
24-JAN-05

0004 POP 25-JAN-05 TO
24-JAN-06

0005 POP 25-JAN-05 TO
24-JAN-06

0006 POP 25-JAN-05 TO
24-JAN-06

0007 POP 25-JAN-05 TO
24-JAN-06

0008 POP 25-JAN-05 TO
24-JAN-06

0009 POP 25-JAN-06 TO
24-JAN-07

0010 POP 25-JAN-06 TO
24-JAN-07

0011 POP 25-JAN-06 TO
24-JAN-07

0012 POP 25-JAN-06 TO
24-JAN-07

0013 POP 25-JAN-06 TO
24-JAN-07
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UNIT OF ISSUE QUANTITY FOB SHIP TO ADDRESS

Hours

Hours

Hours
Hours
Hours

Hours

Hours

Hours

Hours
Dollars, U.S.
Lot

Hours
Hours
Hours
Dollars, U.S.
Lot

Hours
Hours
Hours
Dollars, U.S.

Lot

425.00
1,900.00
1,700.00
425.00
1,900.00
1,700.00
425.00
1,900.00
1,700.00
34,000.00
1.00
425.00
1,700.00
1,700.00
12,020.00
1.00
425.00
1,700.00
1,700.00
12,381.00

1.00

Dest.

Dest.

Dest.

Dest.

Dest.

Dest.

Dest.
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CLAUSES INCORPORATED BY REFERENCE:

52.242-15 Alt I Stop-Work Order (Aug 1989) - Alternate I APR 1984
52.247-34 F.O.B. Destination NOV 1991
52.247-55 F.O.B. Point For Delivery Of Government-Furnished Property APR 1984

CLAUSES INCORPORATED BY FULL TEXT

5252.211-9507 PERIOD OF PERFORMANCE (NAVAIR) (MAR 1999)

(a) The contract shall commence on 25 JAN 2002 and shall continue 24 JAN 2005. However, the period of
performance may be extended in accordance with the option provisions contained herein.

(b) If FAR Clause 52.216-18, “Ordering”, is incorporated into this contract, then the period in which the
Government can issue orders under the contract will be extended at the exercise of an option, and extended to the
end of that option period.

F-TXT-04 OPTION PERIOD OF PERFORMANCE

(1) The period of performance for CLIN(s) _0004-0008 _is for one-year beginning 25 JAN 2005 and ending 24
JAN 2006. The above period of performance shall apply only if the Government exercises the option as stated in
Section B in accordance with the clause FAR 52.217-8 .

(2) The period of performance for CLIN(s) _0009-0013 is for one-year beginning 25 JAN 2006 and ending_24
JAN 2007. The above period of performance shall apply only if the Government exercises the option as stated in
Section B in accordance with the clause _FAR 52.217-8 .

F-TXT-10 DELIVERY OF DATA
Data shall be delivered per the schedules and to the destinations listed in the Contract Data Requirements List, DD
Form 1423, Exhibit A.




B
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SECTION G Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

AA: 1721319 Y6WS 253 AA272 0 068342 2D 00806Q E06020009990
AMOUNT: $200,000.00

FUNDING JOB ORDER NO QUANTITY
ACRN: AA C52EE6500AA2 (Exp. 30 Sep 02 )

AMOUNT:

CLAUSES INCORPORATED BY REFERENCE:

52.232-33 Payment by Electronic Funds Transfer--Central Contractor MAY 1999
Registration

5252.232-9001 Submission Of Invoices (Cost-Reimbursement, Time-And- JUL 1992
Material, Labor-Hour, Or Fixed Price Incentive)

G-TXT-06 Security Assignment OCT 1994

CLAUSES INCORPORATED BY FULL TEXT

G-TXT-01 ATTENTION! E-MAIL ADDRESS REQUIRED FOR DISTRIBUTION

All Naval Air Warfare Center Weapons Division Contracts/ Purchase Orders and other related documents are now
distributed by electronic mail.

Please provide the e-mail address to which distribution of contracts/purchase orders should be made.

E-Mail Address:__bmcquiston @edotso.com

G-TXT-20 CRITICAL INVOICE/VOUCHER SUBMISSION INFORMATION (FEB 1997)
In order for invoices/vouchers to be properly processed for payment they must be submitted by the DCAA auditor
or the Contractor, if direct submission has been authorized by DCAA, to the following office:

DFAS-Columbus Center & MOCAS
West Entitlements

P. O. Box 182381

Columbus, OH 43218-2381

This office will then forward the invoices/vouchers to the payment office for payment. Failure to submit them to the
above specified office could result in a delay in payment.
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SECTION H Special Contract Requirements

CLAUSES INCORPORATED BY FULL TEXT

$252.210-9501 AVAILABILITY OF UNIQUE DATA ITEM DESCRIPTIONS (UDIDs) AND DATA ITEM
DESCRIPTIONS (DIDs) (APR 1998)

(a) Ordering Procedures for Acquisition Management System and Data Requirements Control List (AMSDL),
DoD 5010.12-L, and DIDs listed therein. The AMSDL and all DIDs and UDID:s listed therein are stocked at the
Navy Publishing and Printing Service Office (NPPSO), Philadelphia, Pennsylvania. Requests for individual DIDs
and UDIDs or the AMSDL will be honored from private industry and from individuals. Requests may be made
using the automated telephone request service known as TeleSpecs by dialing (215) 697-1187, 8:00 a.m. to 8:00
p.m. (EST), Monday through Friday. If a customer number has not been previously assigned, requester must call the
Special Assistance Desk at (215) 697-2667/2179 before using the TeleSpec service. Requests may also be made by
mail or FAX in any form, although it is preferred that the DoD Specification and Standards Requisition, DD Form
1425, be used. Customers will be automatically provided with sufficient blank requisitions for future orders, once
an order has been placed. In addition, the DD Form 1425 may be obtained through supply channels of the cognizant
military activity. All requests should include the following information:

(1) Customer number or Commercial and Government Entity (CAGE) number.

(2) Complete mailing address.

(3) Each desired AMSDL, DID or UDID listed by document identifier (e.g., AMSDL should be listed as DoD
5010.12-L).

(4) The quantity of documents desired. The maximum quantity issued per item is five (5). Mail orders to:
DODSSP, Standardization Document Order Desk, 700 Robbins Avenue, Bldg. 4D, Philadelphia, PA 19111-5094.
Fax orders to: (215) 697-1462.

(b) Ordering Complete Sets of DIDs. Complete sets of DIDs or UDIDs are available for a fee.

() Subscriptions. A subscription service is available to private industry for a yearly fee. Upon payment of the
subscription fee, the subscriber will receive one copy of any new or revised unrestricted and unclassified DID or
UDID for a one year period after the effective subscription date. The AMSDL is included with this subscription.
Requests for subscriptions must be accompanied by a check or money order in the above amount payable to the
Treasurer of the United States. Requests may be mailed to: DODSSP, Subscription Service Desk, 700 Robbins
Avenue, Bldg. 4D, Philadelphia, PA 19111-5094.

(d) Availability of Canceled DIDs. NPPSO supplies only the current version of DIDs. Superseded or canceled
documents must be requested through the procurement or Contracting Officer of the military activity citing the need
for the document.

5252.232-9507 LIMITATION OF FUNDS - TIME AND MATERIAL AND LABOR-HOUR CONTRACTS
(NOV 1999)

(a) The parties estimate that performance of this contract will not cost the Government more than the ceiling price
specified in the Schedule or individual Task Order. The contractor agrees to use its best effort to perform the work
specified in the Schedule or Task Orders, and all obligations under this contract, within the ceiling price.

(b) The Schedule or individual Task Orders specify the amounts presently available for payment by the
Government and allotted to the contract or individual Task Orders, the items covered, and the period of performance
it is estimated the allotted amounts will cover. The parties contemplate that the Government will allot additional
funds incrementally to the contract or individual Task Orders up to the full ceiling price. The contractor agrees to
perform, or have performed, work on the contract up to the point at which the total amount paid and payable by the
Government under the contract and individual Task Orders approximates, but does not exceed, the total amount
actually allotted by the Government to the contract.

(c) The contractor shall notify the Contracting Officer in writing whenever it has reason to believe that the costs it
expects to incur under the contract or an individual Task Order in the next sixty (60) days, when added to all costs
previously incurred, will exceed seventy-five (75%) percent of the total amount so far allotted to the contract or
Task Order by the Government. The notice shall state the estimated amount of additional funds required to continue
performance for the period specified in the Schedule or Task Order.
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(d) Sixty (60) days before the end of the period specified in the Schedule or individual Task Order, the contractor
shall notify the Contracting Officer in writing of the estimated amount of additional funds, if any, required to
continue timely performance under the contract or for any further period specified in the Schedule or Task Order, or
otherwise agreed upon, and when the funds will be required.

(e) If, after notification, additional funds are not allotted by the end of the period specified in the Schedule or
individual Task Order, or another agreed upon date, upon the contractor’s written request the Contracting Officer
will terminate the contract or individual Task Order on that date, in accordance with the provisions of the
Termination clause of this contract. If the contractor estimates that the funds available will allow it to continued to
discharge its obligations beyond that date, it may specify a later date in its request, and the Contracting Officer may
terminate the contract or individual Task Order on that later date.

(f) Except as required by other provisions of this contract, specifically citing and stated to be an exception of this
clause —

(1) The Government is not obligated to reimburse the contractor for costs incurred in excess of the total amount
allotted by the Government to this contract; and

(2) The contractor is not obligated to continue performance under this contract or individual Task Orders
(including actions under the Termination clause of this contract), or otherwise incur costs in excess of the amount
then allotted to the contract or Task Order by the Government, until the Contracting Officer notifies the contractor in
writing that the amount allotted by the Government has been increased and specifies an increased amount, which
shall then constitute the total amount allotted by the Government to the contract or Task Order.

(g) The ceiling price shall be increased in accordance with the provisions of FAR clause 52.232-7, "Payments
Under Time-and-Materials and Labor-Hour Contracts".

(h) No notice, communication, or representation in any form other than specified in subparagraph (f)(2) above, or
from any person other than the Contracting Officer, shall affect the amount allotted by the government to this
contract or an individual Task Order. In the absence of the specified notice, the Government is not obligated to
reimburse the contractor for any costs in excess of the total amount allotted by the Government to this contract,
whether incurred during the course of the contract or as a result of termination.

(i) When and to the extent the amount allotted by the Government to the contract or an individual Task Order is
increased, any costs the contractor incurs before the increase that are in excess of the amount previously allotted by
the Government shall be allowable to the same extent as if incurred afterward, unless the Contracting Officer issues
a termination or other notice and directs that the increase is solely to cover termination or other specified expenses.

() Change orders shall not be considered an authorization to exceed the amount allotted by the Government
specified in the Schedule or individual Task Order, unless they contain a statement increasing the amount allotted.

(k) Nothing in this clause shall affect the right of the Government to terminate this contract or an individual Task
Order. If this contract or a Task Order is terminated, the Government and the contractor shall negotiate an equitable
distribution of all property produced or purchased under the contract or Task Order, based upon the share of costs
incurred by each.

5252.237-9502 COMPENSATION - TIME AND MATERIALS (DELIVERY ORDERS) (SERVICES)
(MAR 1999)

(a) Subject to the FAR Clause 52.232-7 “Payments” clause of this contract, the Government will pay the
contractor for the performance of delivery orders issued under this contract the amounts determined to be payable in
accordance with the hourly rate set forth in Section B and the amounts determined to be payable in accordance with
paragraphs (b) and (c) of this clause. The hourly rates set forth cover all expenses, including wages, overhead,
general and administrative expense, profit, subsistence, prorated vacation leave, sick leave, and applicable insurance
of all kinds, excluding any and all travel costs which are reimbursable in accordance with paragraph (c) below. If
overtime rates are specified in Section B, the contractor will be paid for overtime work in accordance with such
overtime rates only to the extent the overtime is approved in advance by the Procuring Contracting Officer (PCO).
If no rate is set forth in Section B and overtime work is approved in advance by the PCO, the contractor and the
PCO will negotiate rates for such overtime in accordance with paragraph (a)(3) of the “Payments” clause of the
contract. The amount payable to the contractor shall be computed by multiplying the appropriate hourly rates set
forth by the number of direct labor hours performed in accordance with paragraph (a)(1) of the “Payments” clause of
this contract. Payment for the performance of delivery orders shall be made in accordance with the rates specified in
Section B with adjustments as appropriate under paragraph (b) for employees performing Uncompensated Overtime
as defined in FAR Clause 52.237-10, “Identification of Uncompensated Overtime”,
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(b) For individuals performing under an uncompensated overtime system, the amount billed is limited to the
uncompensated overtime rate as defined in FAR Clause 52.237-10. All hours shall be burdened and shall be in the
base for allocation of overhead and general and administration expenses.

(c) Travel Costs. The contractor shall be reimbursed for travel costs in accordance with FAR 31.205-46 as
limited by the Joint Travel Regulations, Volume II and the following:

(1) Where official company travel can reasonably be planned in advance so as to take advantage of available
discounted standard or coach airfares, any expenses in excess of those discounted fares are to be considered as, and
segregated as unallowable costs; and

(2) Travel made for personnel convenience, including daily travel to and from work, shall not be reimbursed
hereunder.

(d) Material Costs and Other Direct Costs. The contractor shall be reimbursed for other direct costs (ODC)
including material costs in accordance with Section B and paragraph (b) of the “Payments” clause of this contract.
Other direct costs including material costs to be reimbursed under this contract shall be included in each order.

(¢) Maximum Ordering. The Government shall not be obligated to pay the contractor any amount in excess of
the maximum delivery order price set forth in any delivery order issued under this contract. The contractor shall not
be obligated to continue performance or to incur costs under any delivery order if to do so would exceed the
maximum delivery order price set forth in the delivery order unless the contractor has been notified in writing by the
Procuring Contracting Officer (PCO) that the maximum delivery order price for the delivery order concerned has
been increased in accordance with paragraph (d) of the “Payments” clause of this contract. Pursuant to paragraph
(¢) of the “Payments” clause, the contractor shall notify the PCO in writing if the contractor has reason to believe the
hourly rate payments, travel costs and materials costs which will accrue in the performance of the delivery order
concerned will exceed the maximum delivery order price set forth in the delivery order, or when added to all other
payments and costs previously accrued, will exceed the maximum ordering price set forth in the contract. If for any
other reason the contractor believes that the maximum delivery order price set forth in any delivery order should be
increased, the contractor shall promptly so notify the PCO in writing. The maximum ordering price of any delivery
order may be increased by the PCO, in his/her discretion, at any time during the period covered by this contract. If
the contractor has reason to believe that the total cost to the Government for the work called for in any delivery
order will be substantially less than the maximum order price specified therein, the contractor shall promptly so
notify the PCO in writing. The PCO may, based upon such notification, decrease the ceiling price of the delivery
order concerned. Any increase or decrease in the maximum order price of any delivery order shall be set forth in a
modification to the delivery order.

() The term “ceiling price” wherever set forth in the “Payments” clause will be read as “maximum” and, when
used to refer to Contract Ceiling Price shall be read as Contract Maximum Ordering Price/Amount. When used in
conjunction with delivery order, “ceiling” shall be construed “maximum” delivery order amount or the “maximum”
amount per cost category such as travel, labor, and other direct costs as appropriate.

5252.237-9503 ORDERING PROCEDURES FOR NAVY MARINE CORPS INTRANET (NMCI)
SERVICES (SEP 2000)

(a) This Support Services contract may require the use of and/or access to Department of Navy (DoN)
Information Technology (IT) Resources by contractor personnel for contract performance. Applicable DoN IT
Resources for performance of this contract shall be procured from the NMCI Contractor pursuant to the authority of
NMCI Contract # N00024-00-D-6000, clause 5.2 “Ordering.”

(b) The Support Services contractor shall obtain written authorization from the Contracting Officer executing this
contract, prior to ordering directly from the NMCI Contractor. No NMCI Order may be placed without the prior
written authorization of the Contracting Officer. Any NMCI Order exceeding the written authorization of the
Contracting Officer shall be treated as an unallowable cost pursuant to FAR Part 31.

(c) The Government shall reimburse the contractor for the placement of NMCI Orders including applicable
indirect burdens (general & administrative, etc.), excluding profit or fee.

5252.243-9504 AUTHORIZED CHANGES ONLY BY THE CONTRACTING OFFICER (NAVAIR) (JAN
1992)
(a) Except as specified in paragraph (b) below, no order, statement, or conduct of Government personnel who
visit the contractor’s facilities or in any other manner communicates with contractor personnel during the
performance of this contract shall constitute a change under the “Changes” clause of this contract.
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(b) The contractor shall not comply with any order, direction or request of Government personnel unless it is
issued in writing and signed by the Contracting Officer, or is pursuant to specific authority otherwise included as a
part of this contract.

(c) The Contracting Officer is the only person authorized to approve changes in any of the requirements of this
contract and notwithstanding provisions contained elsewhere in this contract, the said authority remains solely the
Contracting Officer’s. In the event the contractor effects any change at the direction of any person other than the
Contracting Officer, the change will be considered to have been made without authority and no adjustment will be
made in the contract price to cover any increase in charges incurred as a result thereof. The address and telephone
number of the Contracting Officer is:

Mary Jacobs, Contracting Officer

'ode 220000D
Naval Air Warfare Center Weapons Division
China Lake, CA 93555-6100

H-NSTD-06 DELIVERY ORDERS/ TASK ORDERS (LABOR HOUR AND TIME AND MATERIAL)
(a) Introduction.

(1) Written Delivery/ Task Orders will be issued to the Contractor by the cognizant Ordering Officer for all
work to be performed under this contract.

(2) The Government shall not be obligated to reimburse the Contractor for work performed, items delivered, or
any costs incurred, nor shall the Contractor be obligated to perform, deliver, or otherwise incur costs except as
authorized by duly executed Delivery/ Task Orders.

(3) The total amount of all Delivery/ Task Orders issued shall not exceed the estimated cost and fee or level of
effort set forth in this contract.

(b) Ordering Procedures

(1) Delivery/ Task Orders with an estimated value of $25,000 or more shall be placed in accordance with the
following procedures:

() The Ordering Officer shall furnish the Contractor with a written Preliminary Delivery/ Task Order and
Request for Proposal. The Request shall include:

(A) a description of the specified work required,

(B) the desired delivery schedule,

(C) the place and manner of inspection and acceptance, and any other pertinent information deemed
necessary.

(i) The Contractor shall, within the time specified, provide the Ordering Officer with a Proposal to perform
the Delivery/ Task Order. The Proposal shall include:

(A) The required number of labor hours, by labor classification and schedule billing rates, for each end
product or task,

(B) overtime hours, by labor category, if required,

(C) proposed completion or delivery dates,

(D) direct material, travel subsistence, and similar costs, if required,

(E) dollar amount and type of any proposed subcontract (for all subcontracts proposed over $10,000 to
include the identity of the subcontractor, the extent of the work to be subcontracted, the reason for subcontracting,
and the extent of competition in selection of the subcontractor), and total estimated price.

(iti) Upon receipt of the Proposal, the Ordering Officer shall review the estimates therein to ensure
acceptability to the Government, enter into such discussions with the Contractor as may be necessary to correct and
revise any discrepancies in the Proposal and effect whatever internal review processes are required.

(iv) Upon completion of the above process, the Ordering Officer may issue an executed Delivery/ Task
order. Only upon receipt of such executed Order shall the Contractor commence the effort required thereby. Should
the Ordering Officer and the Contractor be unable to reach agreement as to the terms of the Order prior to its
issuance, the conflict shall be referred to the Contracting Officer, who shall issue such direction as is required by the
circumstances.

(2) Delivery/ Task Orders with an estimated value of less than $25,000 may be placed in accordance with the
following procedures:
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(i) The Ordering Officer shall issue a fully funded, unilaterally executed Delivery/ Task Order representing a
firm order for the total requirement.

(ii) In the event the Contractor cannot perform in accordance with the terms and conditions and within the
estimated cost of the Delivery/ Task Order, he shall: notify the Ordering Officer immediately.

(A) submit a proposal for the work requested in the Delivery/ Task Order
(B) not commence performance until such time that differences between the Delivery/ Task Order and his
proposal are resolved and a modification, if necessary, is issued.
(c) Content and Effect
(1) Each Delivery/ Task order shall include:

(i) date of order,

(if) contract order number,

(iii) place of performance,

(iv) scope, including references to applicable (contract) specifications,

(v) the place and manner of inspection and acceptance,

(vi) any Government furnished property, material, or facilities to be made available for performance of the
order.

(vii) any other information deemed necessary to the performance of the order,

(viii) an estimate of the number of hours of labor by labor categories with rates required to perform the order,

(ix) a ceiling price, set forth as a "not-to-exceed" amount,

(x) a delivery date or period of performance accounting and appropriation data.

(2) The contractor shall advise the Ordering Officer if any apparent difficulties of performance according to the
terms of the Order are anticipated, or at any time that difficulties in performance arise. Each Delivery/ Task order
shall be treated, for purposes of payment and expenditure ceilings, as independent documents. Therefore, with
regard to each Order issued hereunder the Delivery/ Task Ordering ceiling established therein shall not be exceeded.
Accordingly, the Contractor will not be obligated to continue performance beyond the point at which the Delivery/
Task order funds are consumed, nor will the Government be obligated to reimburse the Contractor for any costs
allocable to a Delivery/ Task Order beyond those provided in the Delivery/ Task Order. Should a task not be
completed due to an exhaustion of available funds, the Government may elect to modify the Order to provide the
additional funding or direct delivery of all work in progress thereunder; such delivery shall be effected at no
additional cost to the Government.

(d) Maintenance of Records

(1) The Contractor shall maintain the following cost records under this contract as a minimum;

(i) records for each Delivery/ Task Order, indicating the number of hours of direct labor by labor category
performed, identifiable to the individual employee performing the work,

(ii) records for each individual employee identifying direct labor performed and segregated as the Delivery/
Task Order for which performed, and records of all direct non-labor costs, allocated to individual Delivery/ Task
Order.

(2) Nothing herein shall be deemed to excuse the Contractor from maintaining records required by other
provisions of this contract.

H-NSTD-08 GOVERNMENT PROPERTY RECEIVED BY THE CONTRACTOR WITHOUT
CONTRACTUAL COVERAGE
The purpose of this clause is to contractually implement provisions of FAR 45.502:

(@) Upon award of this contract, the Contractor’s Government Property Administrator shall ensure that the
requirements of this provision are incorporated into the contractor’s Government Property Procedures, and shall
provide a copy of the procedures, showing compliance, to the Government Property Administrator and the
Contracting Officer.

(b) When the Contractor’s Government Property Administrator discovers any Government Furnished Property to
be in the possession or control of the contractor, but not provided under the Special Provision of this contract
entitled "Government Property for the Performance of this Contract", the contractor shall promptly (1) record such
property according to the approved property control procedure, (2) store the property in the contractor’s approved
Government Property storage area pending disposition instructions from the Government, and (3) furnish to the
Government Property Administrator and Contracting Officer all known circumstances and data pertaining to its
receipt and statements as to whether there is a need for its retention.
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H-NSTD-09 WORK WEEK

(a) All or a portion of the effort under this contract shall be performed on a Government installation where the
normal work week shall be Monday through Friday for all straight time worked. Alternate Fridays are not part of
the normal work week for all work performed on-site at Naval Air Warfare Center Weapons Division. The majority
of the Government offices at the above location will be closed on alternate Fridays. No deviation in the normal
work week will be permitted without express advance approval in writing by the designated Ordering Officer with
coordination of the using departments. Work on-site shall be performed during the normal work hours at that
location unless differing hours are specified on the individual Delivery Orders.

(b) For purposes of scheduling personnel, the contractor is hereby advised that the Government Installation will
observe the following holidays. The contractor is further advised that access to the Government installation may be

restricted on these holidays.
NAME OF HOLIDAY TIME OF OBSERVANCE
New Year’s Day I January
Martin Luther King Jr's Day Third Monday in January
Presidents Day Third Monday in February
Memorial Day Last Monday in May
Independence Day 4 July
Labor Day First Monday in September
Columbus Day Second Monday in October
Veteran’s Day 11 November
Thanksgiving Day Fourth Thursday in November
Christmas Day 25 December

(c) In the event any of the above holidays occur on a Saturday, Sunday, or alternate Friday, then such holiday
shall be observed by the contractor in accordance with the practice as observed by the assigned Government
employees at the using activity.

(d) In the event the Contractor is prevented from performance as the result of an Executive Order or an
administrative leave determination applying to the using activity, such time may be charged to the contract as direct
cost provided such charges are consistent with the Contractor’s accounting practices.

H-TXT-02 DESIGNATION OF CONTRACTING OFFICER’S REPRESENTATIVE

(a) The Contracting Officer has designated:

NAME _Steve Wireman

CODE _53C000D

MAIL ADDRESS _China Lake, CA 93555-6100

TELEPHONE NO. _(760) 939-0307

as the authorized Contracting Officer’s Representative (COR) for this contract/order.

(b) The COR is responsible for monitoring the performance and progress, as well as overall technical
management of the orders placed hereunder and should be contacted regarding any questions or problems of a
technical nature. In no event, however, will any understanding or agreement, modification, change order, or other
matter deviating from the terms of the contract between the Contractor and any person other than the Contracting
Officer be effective or binding upon the Government, unless formalized by proper contractual documents executed
by the Contracting Officer prior to the completion of this contract.

(c) When, in the opinion of the Contractor, the COR requests effort outside the scope of the contract, the
Contractor will promptly notify the Contracting Officer in writing. No action will be taken by the Contractor under
such technical instruction until the Contracting Officer has determined if such effort is within the contract scope,
and, if not, has issued a contract change.




SECTION I Contract Clauses

CLAUSES INCORPORATED BY REFERENCE:

52.202-1
52.203-3
52.203-5
52.203-6
52.203-7
52.203-8

52.203-10
52.203-12
52.204-4
52.209-6

52.215-2

52.215-8

52.215-10
52.215-12
52.215-15
52.215-17
52.215-18

52.219-8
522199 At It
52.219-16
52.219-25

52.222-3
522224

52.222-21
52.222-26
52.222-35

52.222-36
52.222-37

52.222-41
52.223-5
52.223-6
52.223-14
52.225-13
52.226-1

52.227-1
52.230-2
52.232-7
52.232-9
52.232-17
52.232-18

Definitions

Gratuities

Covenant Against Contingent Fees

Restrictions On Subcontractor Sales To The Government
Anti-Kickback Procedures

Cancellation, Rescission, and Recovery of Funds for Illegal or
Improper Activity

Price Or Fee Adjustment For Illegal Or Improper Activity
Limitation On Payments To Influence Certain Federal Transactions
Printing or Copying Double-Sided on Recycled Paper
Protecting the Government’s Interest When Subcontracting With
Contractors Debarred, Suspended, or Proposed for Debarment
Audit and Records--Negotiation

Order of Precedence--Uniform Contract Format

Price Reduction for Defective Cost or Pricing Data
Subcontractor Cost or Pricing Data

Pension Adjustments and Asset Reversions

Waiver of Facilities Capital Cost of Money

Reversion or Adjustment of Plans for Post Retirement Benefits
(PRB) Other than Pensions

Utilization of Small Business Concerns

Small Business Subcontracting Plan (Oct 2000) Alternate I
Liquidated Damages-Subcontracting Plan

Small Disadvantaged Business Participation Program--
Disadvantaged Status and Reporting

Convict Labor

Contract Work Hours and Safety Standards Act - Overtime
Compensation

Prohibition Of Segregated Facilities

Equal Opportunity

Affirmative Action For Disabled Veterans And Veterans of the
Vietnam Era

Affirmative Action For Workers With Disabilities

Employment Reports On Disabled Veterans And Veterans Of The
Vietnam Era

Service Contract Act Of 1965, As Amended

Pollution Prevention and Right-to-Know Information

Drug Free Workplace

Toxic Chemical Release Reporting

Restrictions on Certain Foreign Purchases

Utilization Of Indian Organizations And Indian-Owned Economic

Enterprises

Authorization and Consent

Cost Accounting Standards

Payments Under Time-And-Materials And Labor Hour Contracts

Limitation On Withholding Of Payments

Interest

Availability Of Funds

OCT 1995
APR 1984
APR 1984
JUL 1995
JUL 1995
JAN 1997

JAN 1997
JUN 1997
AUG 2000
JUL 1995

JUN 1999
OCT 1997
OCT 1997
OCT 1997
DEC 1998
OCT 1997
OCT 1997

OCT 2000
OCT 2000
JAN 1999
OCT 1999

AUG 1996
SEP 2000

FEB 1999
FEB 1999
APR 1998

JUN 1998
JAN 1999

MAY 1989
APR 1998
JAN 1997
OCT 2000
JUL 2000
JUN 2000

JUL 1995
APR 1998
MAR 2000
APR 1984
JUN 1996
APR 1984
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52.232-25
52.232-33

52.233-1
52.233-3
52.237-2
52.237-3
52.242-1
52.242-3
52.242-13
52.243-3

Prompt Payment
Payment by Electronic Funds Transfer--Central Contractor

Registration
Disputes

Protest After Award

Protection Of Government Buildings, Equipment, And Vegetation
Continuity Of Services

Notice of Intent to Disallow Costs

Penalties for Unallowable Costs

Bankruptcy

Changes--Time-And-Material Or Labor-Hours

JUN 1997
MAY 1999

DEC 1998
AUG 1996
APR 1984
JAN 1991
APR 1984
OCT 1995
JUL 1995
SEP 2000

52.245-5 (Dev) Government Property (Cost-Reimbursement, Time-and-Material, or JAN 1986

52.246-25
52.248-1
52.249-14
52.253-1
252.201-7000
252.203-7001

252.204-7000
252.204-7003
252.204-7004
252.205-7000
252.209-7000

252.209-7004

252.215-7000
252.215-7002
252.219-7003

252.223-7004
252.223-7006

252.225-7001
252.225-7002
252.225-7009

252.225-7012
252.225-7026
252.225-7031
252.227-7013
252.227-7014

252.227-7015
252.227-7016
252.227-7019
252.227-7025

252.227-7027
252.227-7030
252.227-7036
252.227-7037
252.231-7000

Labor-Hour Contracts) (Deviation)

Limitation Of Liability--Services

Value Engineering

Excusable Delays

Computer Generated Forms

Contracting Officer’s Representative

Prohibition On Persons Convicted of Fraud or Other Defense-
Contract-Related Felonies

Disclosure Of Information

Control Of Government Personnel Work Product

Required Central Contractor Registration

Provisions Of Information To Cooperative Agreement Holders
Acquisition From Subcontractors Subject To On-Site Inspection
Under The Intermediate Range Nuclear Forces (INF) Treaty
Subcontracting With Firms That Are Owned or Controlled By The
Government of a Terrorist Country

Pricing Adjustments

Cost Estimating System Requirements

Small, Small Disadvantaged and Women-Owned Small Business
Subcontracting Plan (DOD Contracts)

Drug Free Work Force

Prohibition On Storage And Disposal Of Toxic And Hazardous

Materials

Buy American Act And Balance Of Payments Program
Qualifying Country Sources As Subcontractors
Duty-Free Entry--Qualifying Country Supplies (End Products and

Components)

Preference For Certain Domestic Commodities

Reporting Of Contract Performance Outside The United States
Secondary Arab Boycott Of Israel

Rights in Technical Data--Noncommercial Items

Rights in Noncommercial Computer Software and Noncommercial
Computer Software Documentation

Technical Data--Commercial Items

Rights in Bid or Proposal Information

Validation of Asserted Restrictions--Computer Software
Limitations on the Use or Disclosure of Government-Furnished
Information Marked with Restrictive Legends

Deferred Ordering Of Technical Data Or Computer Software
Technical Data--Withholding Of Payment

Declaration of Technical Data Conformity

Validation of Restrictive Markings on Technical Data
Supplemental Cost Principles

FEB 1997
FEB 2000
APR 1984
JAN 1991
DEC 1991
MAR 1999

DEC 1991
APR 1992
MAR 2000
DEC 1991
NOV 1995

MAR 1998

DEC 1991
OCT 1998
APR 1996

SEP 1988
APR 1993

MAR 1998
DEC 1991
AUG 2000

AUG 2000
JUN 2000
JUN 1992
NOV 1995
JUN 1995

NOV 1995
JUN 1995
JUN 1995
JUN 1995

APR 1988
MAR 2000
JAN 1997
SEP 1999
DEC 1991
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252.242-7004 Material Management And Accounting System DEC 2000

252.243-7002 Requests for Equitable Adjustment MAR 1998
252.244-7000 Subcontracts for Commercial Items and Commercial Components MAR 2000

(DoD Contracts)

252.245-7001 Reports Of Government Property MAY 1994
252.247-7023 Transportation of Supplies by Sea MAR 2000
252.247-7024 Notification Of Transportation Of Supplies By Sea MAR 2000

CLAUSES INCORPORATED BY FULL TEXT

52.215-19 NOTIFICATION OF OWNERSHIP CHANGES (OCT 1997)
(a) The Contractor shall make the following notifications in writing:

(1) When the Contractor becomes aware that a change in its ownership has occurred, or is certain to occur, that
could result in changes in the valuation of its capitalized assets in the accounting records, the Contractor shall notify
the Administrative Contracting Officer (ACO) within 30 days.

(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset valuations or any other
cost changes have occurred or are certain to occur as a result of a change in ownership.

(b) The Contractor shall--

(1) Maintain current, accurate, and complete inventory records of assets and their costs;

(2) Provide the ACO or designated representative ready access to the records upon request;

(3) Ensure that all individual and grouped assets, their capitalized values, accumulated depreciation or
amortization, and remaining useful lives are identified accurately before and after each of the Contractor’s ownership
changes; and

(4) Retain and continue to maintain depreciation and amortization schedules based on the asset records
maintained before each Contractor ownership change.

(c) The Contractor shall include the substance of this clause in all subcontracts under this contract that meet the
applicability requirement of FAR 15.408(k).

52.215-21 REQUIREMENTS FOR COST OR PRICING DATA OR INFORMATION OTHER THAN
COST OR PRICING DATA--MODIFICATIONS (OCT 1997)
(a) Exceptions from cost or pricing data.

(1) In Lieu of submitting cost or pricing data for modifications under this contract, for price adjustments
expected to exceed the threshold set forth at FAR 15.403-4 on the date of the agreement on price or the date of the
award, whichever is later, the Contractor may submit a written request for exception by submitting the information
described in the following subparagraphs. The Contracting Officer may require additional supporting information,
but only to the extent necessary to determine whether an exception should be granted, and whether the price is fair
and reasonable--

(i) Identification of the law or regulation establishing the price offered. If the price is controlled
under law by periodic rulings, reviews, or similar actions of a governmental body, attach a copy of
the controlling document, unless it was previously submitted to the contracting office.

(i) Information on modifications of contracts or subcontracts for commercial items.

(A) If--

(1) The original contract or subcontract was granted an exception from cost or pricing data
requirements because the price agreed upon was based on adequate price competition or prices set by law or
regulation, or was a contract or subcontract for the acquisition of a commercial item; and

(2) The modification (to the contract or subcontract) is not exempted based on one of these exceptions,
then the Contractor may provide information to establish that the modification would not change the contract or
subcontract from a contract or subcontract for the acquisition of a commercial item to a contract or subcontract for
the acquisition of an item other than a commercial item.

(B) For a commercial item exception, the Contractor shall provide, at a minimum, information on prices at
which the same item or similar items have previously been sold that is adequate for evaluating the reasonableness of
the price of the modification. Such information may inctude--

(1) For catalog items, a copy of or identification of the catalog and its date, or the appropriate
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pages for the offered items, or a statement that the catalog is on file in the buying office to which the proposal is
being submitted. Provide a copy or describe current discount policies and price lists (published or unpublished), e.g.,
wholesale, original equipment manufacturer, or reseller. Also explain the basis of each offered price and its
relationship to the established catalog price, including how the proposed price relates to the price of recent sales in
quantities similar to the proposed quantities.

(2) For market-priced items, the source and date or period of the market quotation or other basis for
market price, the base amount, and applicable discounts. In addition, describe the nature of the market.

(3) For items included on an active Federal Supply Service Multiple Award Schedule contract,
proof that an exception has been granted for the schedule item.

(2) The Contractor grants the Contracting Officer or an authorized representative the right to examine, at any
time before award, books, records, documents, or other directly pertinent records to verify any request for an
exception under this clause, and the reasonableness of price. For items priced using catalog or market prices, or law
or regulation, access does not extend to cost or profit information or other data relevant solely to the Contractor’s
determination of the prices to be offered in the catalog or marketplace.

(b) Requirements for cost or pricing data. If the Contractor is not granted an exception from the requirement to
submit cost or pricing data, the following applies:

(1) The Contractor shall submit cost or pricing data and supporting attachments in accordance
with Table 15-2 of FAR 15.408.

(2) As soon as practicable after agreement on price, but before award (except for unpriced actions), the
Contractor shall submit a Certificate of Current Cost or Pricing Data, as prescribed by FAR 15.406-2.

52.216-18 ORDERING (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or
task orders by the individuals or activities designated in the Schedule. Such orders may be issued from _ 25 January
2002 through _ 24 January 2005 .

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
conflict between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered "issued" when the Government deposits the order in the
mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized in the
Schedule.

52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an amount of
less than _$5,000.00, the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those
supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor--

(1) Any order for a single item in excess of contract dollar ceiling;

(2) Any order for a combination of items in excess of contract dollar ceiling: or  3) A series of orders from
the same ordering office within _7 days that together call for quantities exceeding the limitation in subparagraph
(1) or (2) above.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the Federal
Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement from the
Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) above

(d) Notwithstanding paragraphs (b) and (c) above, the Contractor shall honor any order exceeding the maximum
order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within _15 _days
after issuance, with written notice stating the Contractor’s intent not to ship the item (or items) called for and the
reasons. Upon receiving this notice, the Government may acquire the supplies or services from another source.

52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period stated,
in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only and are not
purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering
clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in
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the Schedule up to and including the quantity designated in the Schedule as the "maximum.” The Government shall
order at least the quantity of supplies or services designated in the Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on
the number of orders that may be issued. The Government may issue orders requiring delivery to multiple
destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be
completed by the Contractor within the time specified in the order. The contract shall govern the Contractor’s and
Government's rights and obligations with respect to that order to the same extent as if the order were completed
during the contract’s effective period; provided, that the Contractor shall not be required to make any deliveries

under this contract 18 months after expiration of the contract.

52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within 60 Days prior to the end of performance.

52.222-42 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (MAY 1989)

In compliance with the Service Contract Act of 1965, as amended, and the regulations of the Secretary of Labor
(29 CFR Part 4), this clause identifies the classes of service employees expected to be employed under the contract
and states the wages and fringe benefits payable to each if they were employed by the contracting agency subject to
the provisions of 5 U.S.C. 5341 or 5332.

THIS STATEMENT IS FOR INFORMATION ONLY: IT IS NOT A WAGE DETERMINATION

Employee Class Monetary Wage-Fringe Benefits
Technical Writer 16.61
52.244-2 SUBCONTRACTS (AUG 1998)

(a) Definitions. As used in this clause--

“Approved purchasing system” means a Contractor's purchasing system that has been reviewed and approved in
accordance with Part 44 of the Federal Acquisition Regulation (FAR).

“Consent to subcontract” means the Contracting Officer's written consent for the Contractor to enter into a
particular subcontract.

“Subcontract” means any contract, as defined in FAR Subpart 2.1, entered into by a subcontractor to furnish
supplies or services for performance of the prime contract or a subcontract. It includes, but is not limited to,
purchase orders, and changes and modifications to purchase orders.

(b) This clause does not apply to subcontracts for special test equipment when the contract contains the clause at
FAR 52.245-18, Special Test Equipment.

(c) When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced
contract actions (including unpriced modifications or unpriced delivery orders), and only if required in accordance
with paragraph (d) or (e) of this clause.

(d) If the Contractor does not have an approved purchasing system, consent to subcontract is required for any
subcontract that--

(1) Is of the cost-reimbursement, time-and-materials, or labor- hour type; or
(2) Is fixed-price and exceeds--
(i) For a contract awarded by the Department of Defense, the Coast Guard, or the National Aeronautics and
Space Administration, the greater of the simplified acquisition threshold or 5 percent of the total estimated cost of
the contract; or
(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and
Space Administration, either the simplified acquisition threshold or 5 percent of the total estimated cost of the
contract.

(e) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting

Officer's written consent before placing the following subcontracts:
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(£)(1) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or
modification thereof for which consent is required under paragraph (c), (d), or (e) of this clause, including the
following information:

(1) A description of the supplies or services to be subcontracted.

(ii) Identification of the type of subcontract to be used.

(iii) Identification of the proposed subcontractor.

(iv) The proposed subcontract price.

(v) The subcontractor’s current, complete, and accurate cost or pricing data and Certificate of Current Cost or
Pricing Data, if required by other contract provisions.

(vi) The subcontractor’s Disclosure Statement or Certificate relating to Cost Accounting Standards when such
data are required by other provisions of this contract.

(vii) A negotiation memorandum reflecting--

(A) The principal elements of the subcontract price negotiations;

(B) The most significant considerations controlling establishment of initial or revised prices;

(C) The reason cost or pricing data were or were not required;

(D) The extent, if any, to which the Contractor did not rely on the subcontractor’s cost or pricing data in
determining the price objective and in negotiating the final price;

(E) The extent to which it was recognized in the negotiation that the subcontractor’s cost or pricing data
were not accurate, complete, or current; the action taken by the Contractor and the subcontractor; and the effect of
any such defective data on the total price negotiated;

(F) The reasons for any significant difference between the Contractor’s price objective and the price
negotiated; and

(G) A complete explanation of the incentive fee or profit plan when incentives are used. The explanation
shall identify each critical performance element, management decisions used to quantify each incentive element,
reasons for the incentives, and a summary of all trade-off possibilities considered.

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract
for which consent is not required under paragraph (c), (d), or (e) of this clause. v

(8) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer to

any subcontract nor approval of the Contractor’s purchasing system shall constitute a determination--
(1) Of the acceptability of any subcontract terms or conditions;
(2) Of the allowability of any cost under this contract; or
(3) To relieve the Contractor of any responsibility for performing this contract.

(h) No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a-
percentage-of- cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee
limitations in FAR 15.404- 4(c)(4)(i).

(i) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and
prompt notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion of the
Contractor, may result in litigation related in any way to this contract, with respect to which the Contractor may be
entitled to reimbursement from the Government.

() The Government reserves the right to review the Contractor’s purchasing system as set forth in FAR Subpart
44.3,

(k) Paragraphs (d) and (f) of this clause do not apply to the following subcontracts, which were evaluated during
negotiations:

—N/A

52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS AND COMMERCIAL COMPONENTS
(OCT 1998)
(a) Definitions.
"Commercial item," as used in the clause, has the meaning contained in the clause at 52.202-1, Definitions.
"Subcontract," as used in the clause, includes a transfer of commercial items between divisions, subsidiaries, or
affiliates of the Contractor or subcontractor at any tier.
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(b) To the maximum extent practicable, the Contractor shall incorporate, and require its subcontractors at all tiers
to incorporate, commercial items or nondevelopmental items as components of items to be supplied under this
contract.

(c) Notwithstanding any other clause of this contract, the Contractor is not required to include any FAR provision
or clause, other than those listed below to the extent they are applicable and as may be required to establish the
reasonableness of prices under Part 15, in a subcontract at any tier for commercial items or commercial components:

(1) 52.222-26, Equal Opportunity (E.O. 11246);

(2) 52.222-35, Affirmative Action for Disabled Veterans and Veterans of the Vietnam Era (38 U.S.C.4212(a));

(3) 52.222-36, Affirmative Action for Workers with Disabilities (29 U.S.C. 793); and

(4) 52.247-64, Preference for Privately Owned U.S.-Flagged Commercial Vessels (46U.S.C. 1241) (flow down
not required for subcontracts awarded beginning May 1,1996).

(d) The Contractor shall include the terms of this clause, including this paragraph (d), in subcontracts awarded
under this contract.

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given
in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause
may be accessed electronically at this/these address(es): www.arnet.gov/far/ or www.farsite.hill.af. mil/

52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with
an authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any Defense Federal Acquisition Regulation (48 CFR Chapter 2)
clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the regulation.
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tnlnﬂl-tl

. TELEPHONE (inckxe Ame Cods)

CHINA LAKE, GA

RAiWOo|E|o |’

bt

& TYPEDNAME OF CURTIFVING GRPICIAL b TME
-JUDITH K. SMITH: . " * CONTRACTING OFFICER FOR )
! & . SECURITY MATTERS: (805)‘989-7859
¢ ADORESS grciads £ Code) NEQUINeD DYSTRBUTION ‘
COMMANDER
1 ADMINISTRATION CIRCLE  SUsooNTRCTOR |
943585-6001 6 COUNIZANT SECLIRITY OFFICHER FOR PRIME & SUBOONTRACTOR

o, U8 ACTMITY RESPONSIBLE FOR DVERSEAS SECURITY
o ADMINSTRATIVE CONYRACTING OFFICRR -
{ OTHERS A5 NECESOARY

741100E, 2200000 (B. HALL), 53C000D(S.
'WIREMAN) :




’ mTOSECRETINFORMATIONISREQUIREDINﬂ-EPE%FORNANCE TH!SOONTRACTANDWILLBEATNAVAL
. MRWARFAREOB‘TERWEAPONSDNISION CHINA LAKE , CA, AND AT CONTRACTOR FACILITY.

'u
.

WWWSAFEGUARDIMOFQOWECWORMA OMMTERIALSHALLBEINAOCORDANCEWITH
-* NAVWPNCENINST 2281.18, NWC JP 3738, DOD §220.22-M, NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING
K WUAI.(NBPOM) AMJDOD'5220.&-S MMCOMSECSUPPLEMENTOFLATESTNUEANDALLSUBSEQUENT

'me INSTALLATION OF COMSEC EQUIPMENT UNDER THE CONFIGURATION CONTROL OF NSA WILL BE IN
-Acconnmeswwu wwmhmzc 581093, ansuuoo AND NACS! 4009,

.'AOCESS'I’O I-IANDI.ING U$EANDTRWORTO'F OGMSECINFORMATIONMATERIAL REQUIRES U.S, CITIZENSHIP, A
. FINALUS. GOVE?NIENT CLEARANCE AT-THE APPROPRIATE L EVEL, A SPECIAL BRIEFING, AND WRITTEN APPROVAL
OFTI*ECOMMAND!NGOFFJOER OFTHEUSER-AGENGY ‘

GUIDELINES FOR THE HANDLING OF INTELLIGENCE INFORMATION FOR
* GONTRACTORS"™ AND ATTAC u.** §2. DCID'1/7, "SECURITY CONTROLS ON THE DISSEMINATION OF INTELLIGENCE
IWRMAHON" PROVIDE G N CONTROL OF INTELLIGENCE INFORMATION. USER AGENCY APPROVAL 8

REQUIRED FRIOR TO SUBOONTRAdTING.

. !?WWMIMWMFOMWBRE@U@NWWOFW

 THE 3FOR OFFICIAL USE ONLY" INFORMATION PROVIDED UNDER THIS CONTRACT SHALL BE SAFEGUARDED IN -
ACCORDANCE WITH ATTACHMENT#3, = - '

. 'ADEQUATESTORAGEWILLBE PROVIDED FORCLABSIFIED HARDWARE WHICH ISOFSUCHSIZEORQUANTITYI'I'
- CANNOT BE SAFEGUARDEDINARE.ULAR'SIZEAPPROVEDSTOMGEOONTAINER.

- -

. WI'ERE THE SE:URITY GIASBIFICATION QUIDE ($) &‘ECIFIES A SPECIFIC DATE OR EVENT FOR DECLASS(FICATION
. 'THE NEW DERNATNEOMSSIF.IGA'HON MN%IGNGS INDE!EXECU'IWE ORDER 12858 WILL APPLY.

. CLAS&FIED IM‘I'ERIAL GENERATED‘LDDER,TH!SOONTWWLLBE MARKED WITH THE MOST RESTRICTIVE
WWDEGLASGFK?A APPLICABLE PROVIDED 8Y THE AYTTACHED SECURITY

" DOCUMENTATION-GENERATED'AS A RESULT OF THIS CONTRAGT WILL BE CLASSIFIED IN ACCORDANGCE WITH

. SOURCE MATERIAL PROVIDED 8¥ THE USER AND WILL CARRY THE MOST RESTRICTIVE

. DOWNGRADINGIDEQ.ASSIFIG,AT[ON INSTRUGTIONS, WARNING NOTI'OBSAPDOONTROLMAMNGSAPPUCABLE. A
I.ISTINGOFSO MATERIALWI&BEIW.UDEDASAPARTOFﬂEDOGmPREPARE)BYTHECONTRACTOR

: DlSTRlBUTION STATBJENTS MUST BE ONALL CI'.ABSIFI AND UNCLASSIFIED TECHNICAL DOGUMEWS REFER TO

THE CONTRACT DATA-REQU!RBENTS LIST {CORL) BLOCK 9, FOR THE REQUIRED DISTRIBUTION STATEMENT FOR
"YOUR DATA, OR YOUR NAVAL AIR WARFARE CENTERWEAPONS DIVISION, CHINA LAKE, CA OR NAVAL AIR WEAPONS
-STATION CH!NALAIG, CA POINTDF OONTACT

.
LIS
.

. ACCESS TO INFORMATION UNDER THiS CONTRACT WILL BE KEPT TO AMINIMUM TO MEET OPERATIONAL




TENVIFDD . QLAVMTV S 1 FULNA T ViVl 99 %0 7,00 W, 014000 & = e o

" ELECTRIGALLY, ELECTRONICALLY, owamoueammcm.v PROCESS CLASSIFIED DATA AT THE SECRET -
SPEGIAL CATEGORY OR HleHER'LEvEL. UPON AWARD OF CONTRACT, THE ATTACHED CONTRACTOR TEMPEST
- QUESTIONNAIRE, ATTACHMENT #4 MUST BE COMPLETED BY THE CONTRACTOR AS PART OF THEIR CONTRACTUAL
REQUIREMENTS, PUBLIC RELEASE IS Auruomzso FOR TEMPEST SECURITY INFORMATION OR REQUIREMENTS.

USERAGBIC'Y APPRQVAL IS REQUIREDPRIOR TOSUBOONTRACTING

mECONI'RACTORISREJUIRED TO PROVJDE QPERATION SECURITY (OPSEC) PROTECTION FOR ALL CLASSIFIED
INFORMATION (AS DEFINED BY, FAR 4AD1}AND SENSITIVE INFORMATION. IN ORDER TO MEET THIS REQUIREMENT,
- . THE CONTRACTOR SHALL DEVELOP, IMPLEMENT AND MAINTAIN A FACILITY LEVEL OPSEC PROGRAM IN

_: Amomcswmmmr#. “GPERATIONS SECURITY GUIDANCE FOR OONTRACTORS'DATEAUGUST
" 1993, AND GUIDANCE PROVIDED. EDEFENSESEGJRITYSRVICE .
iLL PERFORM.OPSEC ONS AS REQUIRED, PRIOR APPROVAL OF THE CONTRACTING

mlw INSPECTI
TY IS, REQUIRED BEFORE IMPOSING U’SEC HEQUIRBHU‘B ON A SUBCONTRACTOR.

. THE' FOI.LOWING kTI'AGHED SEGURFW CLASSlﬂCATION GUIDE APPLIES: "DOD THREAT SIMUI.ATOR PROGRAM
SECURITY CLASSIFIGATION GUIDE' ATTACHIENT #e. .

AIS PROCESSING WILL-BE CONDUCTED IN AGGORDKNCE WITH THE NATIONAL INDUSTRIAL SECURITY PROGRAM
OPERATING MANUAL (NISPOM), DEPAR :OF THE NAVY AUTOMATIC DATA PROCESSING SECURITY PROGRAM -

- (OPNAVINST. 5239.1A) AND AFPROFRIA AIS INSTRUCTIONS.

-

PRIORTOTl-ENJ‘I’HORIZATIONQFDTICSER\IlOES CONTRACTORSMLBTSUBM"’DDFORMSINA@RMNCEWHH
REQUIREMENTS LISTED IN THE DOD &20,.2-" NATIONAL lNDUS'l‘RlALSEClRITY PROGRAM OPERATING MANUAL

(NISPOM) CHAPTER‘I‘I SEC“DNZ

sewﬂwamummrs mmmmwsmmmomamwam
WWORMVEB&NADD@TOWW SHARED ACCESS WILL BE
APPROVED FOR L ORDERS _

.

2
.

T T e ————— e e




GECURTTY GUIDELINES'-FOR THE HAWDLING OF INTELLIGENCE INFORMATION
FOR CONTRACTORS: , . :
1. intelligence. released to. cleared DoD contractors, all
" re uctions thereof, and all other information generated
_ based on, or’ incorporating data from, remain the property of
. the. U.S. Government. ‘The releasing command hall govern

final ‘disposition of .intelligence formation unless
retention .is autBorized. Provide the Director, ONI (ONI-5)

with a copy of the retention authorization,

2. Cleared DoD contyactors shall not release intelligence to any
of their camponents: or-.employees not directly engaged in
providing sexvicas under .contract or other binding agreement
or to another contractor ( including eubcontractors) without
the consent of tt.}xe-relgasing cmand . ' _

3. Cleared DoD contr;idtors who employ forsign nationals or.
immigrant aliens shall obtain approval from the pirector,’ ONI

. I(‘:;II-s) “before releasing intelligence, regardless of their

4. See Attachment #3r DCID 1/7, "SQc;:rity COntkols on the )
pissemination’ of Intelligence Information®, dated 30 JUNE 1998

. e arraceMent # To pD-254

I - - e e




% ‘DCID1/7
- Security{(}éﬁt_i'bl's on the Dissemination of
... Intelligence Information
S .‘..__'(Eﬁecﬁve301uml998), y
I;_ntrodu'ct'ibn. ) ' | S -

Pursuant to the provisions.of the Nitional Security Aot of 1947, as amended, Executive Order 12333, .-
ive Order 12958 and impleménting directives thereto, policies, controls, and procedures forthe -

dissemination and use of intelligence informtion and related niaterials are herewith established in this * -

Director, of Centril Intelfigence Direstive (Directive of DCID). Nothing in this policy is intended to

amend, modify, or defogate the authorities of the DCI contained in Statute or Executive Order.

1.0 Policy -

" L1 Itis the policy of the DCI that intelligence be produced in a way that balauces the need for maxinum ‘
uﬁﬁty-ofﬂ&hfonmﬂo@tdtheh;m&edrqdpimtvﬁmprdecﬁmofhwﬁsmmmd . .
.mothods. The controls and procedures established by this directive should be applied uniformly in the
dissemination and ys¢ of intelligence originated by all Intelligence Community components in
. accordance with the following principles: :
1.1.1 Originators of classified intelligence information should write for the consumer, This policy is
inténded to provide for-tlib optimum dissemination of timely, teiléred intelligénce to consumers
in ¢ form that-allows usé oF the information to support all need to know customers.
. 1.1.2 The'origipator of itelligence is responsible for determining the appropriste level of protection
- " prescribed by cltsification and dissemination policy. Originators shall take s cislmanagement
approach when-preparing information for dissemination. -

720 Purpose

ATTACBMENT #<{ T0 DD-254




Direoﬂveatublhhu ﬁaes,oomls,mdpromibrthedxmmmonmduseof '
ZIh%gwehfotmuonw?nmﬁu,w Mnﬁngmmhmdhmpurpomu
ﬁnhﬁquw-pwmmmmmmﬁﬁquwepommdﬂm .
Mmdmwonwwwwmch‘mmO)

. ey : i sonents may .
mmchinﬁomauonuappmvedmdathepohdeunépmeedmueomdmncmuw this
. DCIY, andimplenmggmd;nea

. 3.0 Deﬁnitlons

SI'Camtad mformaﬂmumfomaﬂonmbjecttoomoftheamwnzedcomlmuhngsm
.. Section9. - -
SZMMmCommﬂy(mdugmuwnmnthelmdﬁmeommty)mfmtomoUmdsm
' Government agencies ntgamnhonundwtivimudeutiﬁedmsecﬂon:i of the National Security
Act of 1947, asammded, 50USC401:(4}MSechon34(0(lﬂﬂmsh5)ofMVeOrda
. 12333, .
' 331mdllgenwm£0tmauonandﬂhwdmmds(hemimﬁsreﬁnedtou *Intelligence”) include the
- ﬁ:ﬂowmgh:fomuﬂon,whetherwmtmmmmyoth«medium,duaﬂedpmmtoBo 12958 or
anypredecssorors\mdeuormoﬂw
313. lmenmdﬁmaﬂdcmmdehmdeﬁmdmtheNnﬁonﬂSeamAuofwﬂ as
) . amended, and th Executive Order 12333;
332mmunmdqwibingUSforugnnudhgummdwummnﬂﬁgmwmm&m
methods,eqmpnmt,ormethodologymedforﬂwwqumon, processing, or exploitation of
' mchhteﬂ:geoce,fomgnmﬂmrybudwareobm&wdthmughimﬂtgmwwihafor
mcploﬁaﬂonmdthefgaﬂtsofthea:ptdﬂhon,andmyothad&mﬂbngﬁomUS
mdhgmw‘nwnoneﬁorts and, -
333mmmononmﬁdhm0mmwpmmmmgxam(eg,pmomd,pm
N techlﬂeal,andmformanpnwity)
. A"Need—h-hww’wthedqmmmﬂmbymmﬂmnzedhdduofdudﬂndmfmmaﬁmdmg
pmspﬂﬁvemp:eﬂreqmweum;pdﬂcdudﬁedmfomaﬁonmmmpafommudnm
a lawful and authorized'goveramental fimction. Such persons shall possess an ‘appropriste security
dwqmeandwcpanppmvalmedpummntonmom 12968, Access to Clagsified

3.5 Senior Official ofthe Intelligence Community (SOIC) is this head of an agency, office, bureau, or
elémvent as identified in Section 3 of the National Security Act of 1947, as

other intelligence
amended, 50 USC 407a{4), and Section 3.4(f) (1 through 6) of Executive Order 12333.

36A"mxlme uﬂmplauonwmtdhgmerepon(manydmoudbyamofdashu)atwhichthe -
- sanitized vetsion ofambrehxglﬂyclamﬁed and/or controlled report begins. The sanitized




but without ideitifjing the sensitive sourocs
.. accordance with the *need to know* principle snd

4.0 Generdl Applicability

. 4.21n'dmyingomthispoﬁcy,inﬂugmoepmdum;haﬂprepmth:irrepmmmmmatthe
" Jowest classifiestion level commensirate with expeoted damage that could be caused by -
. ---W-w..mm,mmwbemmhmmm@g
-w&gm)tomwm.worwammaﬁm -
'_4.3,Allmstu'ialébiﬂ'bep@rﬁqi!mhrkedm.aﬂowrudyidmﬁﬁcaﬁon-oﬁnﬁormaﬁmthdtemtbe .
~b&ldyﬁ£anhmmdmrdtﬁe¢‘uomﬁrmnﬁdforwﬁchawmhubmobmmd«m

.. 12958,

4.4 The substance of this Directive sl he prommigated by cach Intaligenos Commmnity componert,
" . and sppropriate proceduires permyitting prompt interageacy consultation established.
. .5;0 Use _]'jy:'ahg'llb'isse.iniimtioil Among Executive Branch .
' Departhn;slAgpncies of the US Government




B

o 5.1WOrdqiMpmﬁdﬁMWigfom&ﬂuoﬁgjmﬁnghomUSdWm_
agency shall ndt.bg'wmtqd,beyond-my-rwpim sgency without the conseat of the originating
agency. However, to facilitate use and diuuniuaﬁonofintemsmwithmmdamongmdhgmce :
Cm@ﬂymmﬁon&iﬁ'@topmﬁde&rmeﬁmdyﬂowoihmdﬁgmmmmthc
foliowing contralled relief to e “third agency rule® is hereby established:

. 511 Mmdﬁgm&ﬂomﬁmﬂuwmpommwdwmofmohsdﬁedigwdﬁg@?in
. classified intelligence products of ather Intelligence Commuunity components, including its

: wm'adtqmuﬂdeéSe%ﬁonB,mdwthedisminaﬁonofthonpronmﬁnW
brmchdepumWagéndeipfthéUSGovmmm&meptasspedﬁcanymmdedby
. contsola dufined ir this directive or other DCT guidamce.
5.1.2 As provided in-S.1.1, clasfified intelligence that bears no restrictive control markings may be
. 'given séconia USﬂiujémi,mt.ionindauiﬂedchmndx_toanyUSmxﬁvebmmh.

- inselligence soufces.and wetfinds, relevant intelligence documents should not be given
secondary disserination il the recipient has consulted with the originator.
5.1.3 Any compane asmmmahmabepndmmmmeeccmmym
.Mformm-rdmmwmmmw .
Memm,wmdwmmmmmww.

" . . 6.0Policy anifi&dedﬁf,w Governing the Release of Intélligence

to Contractors and-Consultants

6.1.1 SOICs, or their dest .'ﬁaymlusahmﬂigmmuppropﬂatdydmedormapprwed.'
US contractors atid consnltas (bereinafter *contractor*) having a demonstrated “need to
mow” wxﬂlomfet‘araltoﬂwmgmmng agency prior to rolease provided that: .
6.1.1.1 thginjﬁaﬁqndiﬂ\pmnﬁaogﬂm‘somorhunisdedgmespedﬁumdwﬁﬁuin

' wrinnsdmdnsdomofthospeuﬁednfomaﬂondoeenota‘eatzmunﬁsr

' wmpeﬁﬁveadwntggeforﬁewmwormaemﬂiﬁoﬁmmw%mewmmfs

. qbligatipn to protect the information, J£, during the course of the contract, the
Mmpoﬂsgequﬁ'emémfo;hfomaﬁonchmgammquireneworsigﬁﬁmmly
diﬂirqtﬁ.inﬁomuﬁq;theSOIleﬁdhudeﬁgnoeshaumakeanewspedﬁmﬁmmd :

_‘o,i:.Inmwhmﬂwdedgnatedoﬁdalmmtordoeamtmolvetheissue

ofp@ﬁrw@yeﬁﬁp:@vmﬁgewwnﬂaofmgcmmﬁthemighMb

61,12 Reloasi i§ made only Yo contractors certificd by the SOIC (or designee) of the
S _wo@ghgg ._rgu.uiminnaspufomingclaniﬂed services in support of a national
secunty mission; - :

' 6.1.13 Tiae'qo@ighbqu,m.m approved safeguarding capahility if retention of the intelligence

6.1.1,4 Coutiactors se not authorized t disclose further or relcase intelligepce o any of their

components, oF employees of to another contractor (including subcontractors) without
-the prior wrjtten notification and approval of the SOIC or his/her designee unless such




' dwdoanéorrelasemauﬂmnzedmwmhgatﬁnnMWOfthecmﬂactum

L oper;umqumramen: ' o

" 6115 W_memmmw thereof, and all other matesial
' Mmmammmm(mmmﬂm

reptodwuons),mmthoptépatyofﬂnUSGovmammmldmpommof

mmmmummwwmagﬁm
. S National gmceBsﬂmw ‘
susmﬁmnmdhgmeasmmesmm-) pecial myb"dmw ,

| -'61.17anept dedmsemﬁbelow inte{ligence that ;
mOMTARY INFORMATION INVOLVED" (sbbreviated |

"PROP]N‘ of "PR") ‘may pot be released to contractors, unless prior pen::lonhas

' Infoométion Controlled By Originator". (abbrwwed "ORCON") may only be relopsed
within Government ficilitics. Theseoonuolmaxhngsmﬂxther :

. 'go'c'mm‘amts !
' desczibedunderSechoanmdN below; and .
6118Antlwmdtelwe¢ofordgnnanomhor£omgnw. atcactors is undertaken through -
- esﬁbkalmdchamnlsmawordmcewuhsechonﬂmds and DCID 5/6, {ntelligence
\\'u ) | ag fot the Disclosure of
: -.-i .

: oonsast,entw:tﬁbcmsandntherDCIgmdmce

' szrm&ummmmmwommcmmrmu

Gleanho?afomdﬂumdeaqumMowmdorwmnedﬂﬁlnywﬂlfoﬂuw
the pro cadmesmdpuhauofﬂutsponmﬂnglntdhgenccmmmunuymambumaocordm

o widlSecuonﬁlofﬂnsdimwve

53PohmesmdemforC6maaon0umaGovmm0mdorComnedFudhhu

o 63lConuwonwhoper£onnduuumnddeowaunmentowmdormoﬂedﬁwﬂmeswm

cdhuatothefoﬂowmgaddxﬁomlpoﬁuesmdproeedmu

63.1. 1'I'heSOIC of the iparisoring ageacy, orhulhudes:gnee, is responsible for ensuring

- thyt releases to contractors-of intelligence marked ORCON and/or PROPIN are made

: oﬂthhmemmofﬁemmmwwtxwmmmmw
* established clmnnbls; (See Sections 9.2 and 9.3); _

6.3 lzmespomonngwshaummmnamwrdofmatmalrdmed,

6.3.1. 3Cbmmmkhauembhshprooe¢ruwconuolaumdhgmrecewed,pmduue¢

. and held by.themy in accordaice with the provisions of the
Thlswillnotxmpouintemalrecuptanddoannent

‘ menmmmd
- accountabilify requirements for intemnal traceability and audit purposes;
. §314Anrepmdu¢onsandexmcﬁomofmamgenceshanbedasdﬂed,marbd,md

cqnn'olledmthe samic inanner as the original(s);

' 63.1.5 SennnveCompuumntedlnfommonmlmadtomwtmshanbecontonqd
pumumt to th&pmVBiOﬂS of DCID 1/19, Seo rity Policy for Scasttive Compartmente

. ; and,
. 6.3.1.6 Spanacring agencies shall delete any referonce to the Central Intelligence Agency, the




 phirase ‘D&M"ofﬂpmﬁons" and axy of its components, the placs acquired, the

c %admmber,themoedmnpm and field dissemination from all CIA Directorste

T0 keleas‘e'-to"Forﬁg'néGﬁyérhments, International
Organizations, and Coalition Partners

7.1 Risthe policy of tho DCI that mtelhgmcemaybe:huedwnhﬁndmmemmma, and

mmdmimﬁodorwaﬁﬁmpmmmmsofmqmmwthprch -
sharing promotes the intorésts of the Upited States, is consistent “~ith US law, does not pose

. 'ﬂskmﬂsm'poﬁcyotmﬁonﬂdm mdislimitodtoa_npeéﬂe?mppsemd

' nbmﬁyofﬁhiﬁ&nﬁiomthﬁnhuofhﬁdﬁmdonmhemﬁukmbjwmtmm

icy, and NDP l'totheanmtconsispentw‘xthDCDundomu :

‘ 7.1.1mdﬁngomhudt9derehﬁammmaﬁmmbjwtomnﬁdmuﬁngﬂw
ﬂwmmmm.nuismwmwmmmmmmuﬁnmm

o WIMIC-.AWMomMWWmdeM

clearly mi;onpaﬁépmtunboﬂzed release to foreign entities.

W@m«mﬂmpﬁm;«wmﬁmpmpmedm

: 7.11'@@@1%:&&5Mm@dionkmaebyammwgmmommﬂ

hacoo:ﬂadeewiﬁ!procedﬂreﬁnDCID 5/6;

7;2.2}Iotoferen'oé-ishndbtothepﬁginm¢moyortothe source of the documents on which the

. released producti bajed; énd;
7.2.3 The sourée ér manner of acquisition of the intelligence (nchding analytic judgments or
techniques), audlorthaloumnwhereﬂxemdhsemewasoonwted (f relevant to protect
_ somoes_and.mqlpds):isndt_i'evul'ed and cannot be deduced in any manner. _
. 7.3 RESTRICTED DATA and FORMERLY RESTRICTED DATA may only be released to foreign
.mm«@mquwbrmopmﬁonasmuhdbysmm 123 and 144 of
Public Law 585, Atomic Energy Act of 1954, as amended.

- 8.0 D’ifésem.iﬁat_iqn; fb.'Non'-'Governmental Foreign Nationals or
- Foreign Contractors - '

B s




SIRBﬁepohoyofdaeDCIthunodamﬁedmdhgmewmbedwedwnhfomgnmumh foreign
. contractors, or internaticindl organizations not consisting of sovereign statos, except in accordance
. wtththepmwuonsofﬂmSecmn.
'8ZImﬂmemﬂmughnbumnommmvemlmumwmtberdmedmmyfomh ‘
brmm«nhmmwm&dudmgﬂmseemphyedby,medby,ormgmdmo
US Government) without the permission of the originator. In such cases where parmission of the
originator has been grauted, thendmmstbemawordmeethhDCIDS/G and the NDP 1 to the
MconmmmthDGﬂ)sudotherDCIguxdmce
.83Rdmeof1ntelbgenceteafmeagncmmctormoompmyunduomatotheUsGovemmem
moust be througls the foteign-government of the country which the contractor is representing, unless
othérwise directed in govemimiiit-to-government agreements or thers is an appropriate US channel
- for telease of the information.. Provmbnsconoemmgrolmetofomgngovwmmxtsmcontmnedm
Seomn‘lo above,

9.0 Authiorized g&n't’rp_l*l\@armngs

91D()Ipohcyuﬂ:atthewthonnﬂmntolmmhngsforinﬁo&gmnﬁonmﬁmmtmsSecﬁonnlmllbe
) individuelly assigned as) resmbedbyanOﬂginﬂChsnﬁmonAmhonty(OCA)orbyoﬁm .
demwmdbyaSOICmdmedhmwa:ﬂxmtydasdﬂmOmwda&mmuhngs
specified by Bxecutive Order 12958 and its implemeating directiv>(s). Unless originator consent is
obumed,ﬂ:mmq;hngsshanbeamodﬁ:mardhwymwfomatormndhmmwhchthem
mfonmtionuincm'ponbed.
911ToﬂxemmMepmﬂmw‘blgmfonmﬂonmgnedmwtbomdwmlmnhngshﬂnm
be combined, with uncaveated information in such a way as to render the uncaveated
information subject tq.the control marking. To fulfifl the requirements of paragraph 9.6.1
. below, SOICsshal}'mblishprocadmesmnn;ﬂemmﬂntho expedite further
dm«mmuonofwmhalmmlgmce.\vhmeverpouible caveated intelligence information
. reports should inchidé theidentity and contact instructions of the organization suthorized to .
' approvemrﬂxetdxsaenmaﬁononacase-by-mbm .
9.2 "DISSBMDIATION AND EXTRACTION OF INFORMATION CONTROLLED BY -
- ORIGINATOR" (ORCON) o
92lThsmuhng(ORCONorabbwmeC)myhusdmlyondas&ﬁedMgmtbat
clearly identifies or' would reasonably permit ready identification of intelligence sources or
methods that hre particularly susceptible to countermeasures that would nullifyy or measurably
reduce their ‘sffcctive~ness. It is used to enable the originator to maintain continuing
_ knowledgt and supervision of distribution of the intelligence beyond its original dissemination.
' niswmolmrhngmynotbeundwhmmtoﬂxomdhmufommnwm :
msonablybepmtemdbyuseofusdasaﬁcauonmaﬂungs,le., CONFIDENTIAL, SECRET
orTOFSBCRET Qr by use of any other control markings specified herein or in other DCIDs.
Requeﬁsfotﬁmhqmmmmmofmdhmbumgﬁnsmarhngdmﬂbemzwedma
timely magner., - .
9211nﬁmnmonbeafmgmmmnhngmbedmmnuedmthnﬂuhudquutmzmdspeaﬁad
subordipate elements-of recipient organizations, including their contractors within Government
facilities. This information may also be incorporated in whole or in part into other briefings or
products, pmvxded the briefing or' intelligence product is presented or distributed only to
original rec:pxents of the information. Dissemination beyond headquarters and specified:




subordinate eléments or to agencies other than the original recipionts requires advaoce
. permission from-the originator. - v _
- 923 Information bearing this niarking must not be used in taking investigative or legal action
e without the advance permission of the originator. - _
9.2.4 As ORCONis the mbst restrictive marking herein, agoncies that originate intelligence will
' foﬂqwﬂw_prqeedufa.establidwdhthcclusiﬁedDCﬂ)mSupplmmt, “Guidelines for Use :
of ORCON Caveat.” . _
. 9.3 "CAUTION-PROPRIETARY INFORMATION INVOLVED* (PROPIN). This marking is used,

' . wiihorwith_outuéqnﬁtydagsjﬁtgﬂonm-idmﬁﬂzmﬁomaﬁonprovidedbyaoommudalﬁrmor
'pﬁMemmuﬂdaa@'aq)rqsibrhpﬁadundmhndbgﬂmﬂwhfomaﬂmvﬁnbepmwmdua
mﬁmmmmwmwwﬁmemdmpmmm%mm
maybeusedongovemmmpmpﬁauyufomanmmﬂywhenthegwemmentpropnemy
information can provide a Sontractor(s) an unfhir advantage, such as US Government budget or
Mmm.mmmmmmwuwmmumrm
Goverment in any form without the. express permissian of the originator of the intelligence and
provider of the proprietiry information. This marking precludes dissemipation to contractors
.hwpeeﬁwofﬂn&mqm;wwﬁhhtheUSGommmﬁthnmthelmbﬁnﬁmoﬂhe
origivator of the imélligerics and provider of the iiformation. This merking shall be abbreviated

. “9.4"NOT RELEASABLE TO FOREIGN NATIONALS" - NOPORN (NF). This marking is used to -
" identify inteligence which ani originator has determined fills under the critoria of DCID'5/6, - .
"ImhlligenceWhiuhMayNatBeDisclos'edoereased,“andmtymtheprovidedhmyfmmw
forsign governmeits, intetnational organizations, coalition partners, foreign nationals, or immigrant
aliens without originator. approval. i '

9.5 "AUTHORIZED ¥OR RELEASE TO..(name of country(ies)/international organization)” (REL
TO).Tﬁsmg@lma?ﬁng'iﬁusedwhmalhnﬁdmapﬁmtoﬁemnﬁngmquhmamhsm
9.4 may be authorized to release.the information beyond US recipients. This marking is authorized

' mmm,Wr'MmMgmMngrdaﬂondipwﬁhafom

" government approved in accordance with DCI policies and procedures that permits the release of the
specific intelligence i rinition to that foreign government, but to no other in any form without

. .!‘. - .... ....'-. ) .

" 9.6 Fusther Dissemination of Intelligence. with Authorized Control Marking(s)

9.6,1 This Directive does not rostrict an mthorized recipient of intelligence st any level from directly

contacting thé originator of the intelligence to ask for relief from a specifio control marking(s)

in order to further disseminiato intelligence material to additional users for which the authorized
-original recipient believes theceis a valid noed-to-know. Authorized recipientts are encouraged .

to seek such frther dissemination through normal lisison channels for release to US
- Government agencies or.contractors and through foreign disclosure channels for foreign
.releass;, on'a case-by-case basis, in order to expedite further dissemination of essential
9.6.2-Authorized recipients mey, obtain information regarding points of contact at agencies that
origihate intelligence from their local dissemination authorities or from instructions issued
périodically by these iitelligence producers. Intelligence products often also carry a point of
centact name/office and teléphone mumber responsible for the product, If no other information
is available; authetized recipients.are encouraged to contact the producing agency of the
. docutherit to identify.the official or office authorized to provide relief from authotized control
- marhn" S(S). .o, .'.- - ' .
9.6.3 If there are agy questions about whom to contact for guidance, recipients are also encouraged




wmnmctthebarectorofcmd Intelligenco (DCI) reprmmvcutthe Commander-in-Chief
(CNC)Hudquuun,wermnﬁmn,mdeddegmon,mmdynegommm .

. which they opexute;
97Asommyunhoqndwmofd&mndmuﬁyomﬁdmhngsfor8mm00mpmmd
_ Inforioatlon’(SCI), Special Acoess Program (SAP) information, restricted collateral information, or

. other tlassified iutelligence jnfoimation, congistent with policies and procedures contained in DCID
.- Smmm:dkecuv&AumfomMofmnﬁymnﬁolmuhD@wthoﬂmdformsmaﬂonof

R :mhngsuuedfordnsmm;monofdanﬁedhfomaﬁonbymmonmﬁﬂmlmdﬁm
‘. Commmity ualesgmmpuontsspeaﬂcallywthonzedbyaSOIC

| 10 0 Dlssemmatxon and Disclosure Under Emergency Conditions

1°1mmmqnmmiﬁuhvdwmimmmﬁummhﬁormmwaﬂm
dtsdemmuonofmtemsmmmmmmdiwdlmnmtmumﬁymdudedmm .
. dissemination. When the national.commiand suthority QVCA) directs that an emergency situation *
: ‘mmsnmsmﬂmkammmmpoﬂmwdedmtheongmopMWmnfmm
MthﬂisMDCDS/GndNDlethomommwmwandmmmm
" mission,
lelzmuamnwodofmalﬁmcmderﬂﬁspmnonmmuhmmdm[yiﬁ(a)mmﬂwmy
. dedsmndbythenﬂhqmmmduorwhmoﬁmlumthatadhﬂm
. DCIDmmmblqutopmdndemndyd:mnahonmpmtealﬁ'eormon,(b)
-'mumuibnsmfmmmddumonudmwmedmmmmuﬁuﬂmm E
theufomuonwnl;innhountosamfyannmnhmtmergmcyneed,md(o)thmm '
) ' mxﬁqemmtoobtﬂnappmvatthrwghnomdlmdhgmcedudosumchamds
IOIBWWWWWWWMWWWW
_within 24 hours of the dissemination, or at the eartiest opportunity thereafter as the
maguwygmumemofﬂnspmomplmzﬁoroonmmwﬁvmesor
opemhonsnotu:pededgoowmﬂmnhwrsdoesnotconmue “mmincnt” need that
wmmmepfﬁummmwbwmﬂmmqmnmofﬂnsm '
-'_1014mmmhmﬂmwmmmon®kammoﬁuahmnmthatwmm
) foraud‘gencydmammmnpmnomfornfegmdmgdmemmtedmdhgm
" andnohﬁmsprodlwersofdudomofmﬁonmuonmwytomeetmumon
IOISHPNCA,mﬂormmwmnndswmspommeavﬂhnoﬁmhwmimmcdmdyadvm
. mtelhgmeproduqevswhend\eqnergenwdmmm

] 110 Pfogedut{es G_ovéming Use of Authorized Control Markings
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) 13 0 Reportmg Unauthonzed Disclosures

11 1wmmdmmdwmemdﬁmmammumywmml?’m

mmmobmnthndvm

. mby onlymthnspocxﬁcpm-peseagreedtobytheongnwm
doesnotmmommalfyappw aﬂmpimtaho&w@ofmtdhgmmﬂmmthntm.

oonﬂdettﬂonugwmtommqnsrequmswnﬂapuﬁcuhrmwmewhzmdedm&f .

" necessary, nmuzedorpmphnedmonsmdmawnmmbleforrdeasembjecttolmor

" " g control marking(s).

melepagsofdgunm.hmmomedintbpmﬁdmwmmm shown on

: 'g:pha,andmﬁmdanﬁnqabbrmmdfom)mﬁdmmwdo;pmwsedmmmw
. information systems. Theeonuolmuhnguhoshﬂbemd:cstedbymthemdmofﬂp .
muhlgabbnvauomatﬁwbegndngor«dofthuppmpmpmumsmwrdmmﬂq
12958, . | :

" . 12.0 Obsolete Restrlctmns and Control Markmgs

. "12. I'mefellowmgeonuolmﬁhngamobsoletsmdwﬂlmtbeusedmawordanoemthﬂwﬁilowmg

guidelines:
121 lWNI:NTELaudNOGONTRACT The control markings, Wamning Notice - - Intelligence
i SaureqsorMethodslnvolved(WNNIBL) and NOT RELEASABLE TO
. CONTRACTORS/CONSULTANTS (abbrevisted NOCONTRACT or NC) were rendered
.obsoléte efféctive 12 Agril 1995; Nopmsnonofﬂ\congnmnsreqmredtordwe,in
acdordance Wwith this Directive, material marked WNINTEL. Holders of docuinents prior to
- 12 April 1995 bearing the NOCCGINTRACT marking should apply the policies ard -
-prooedumcomnedinSemonslforpossiblereleaseofmchdoamm
HIZRmaﬂmgofmnaulbwmgtheWMNTm.,orNOCONTRACT cottrol marking is not

* required; however, holders of iaterial bearing thoss markings may line through or otherwise
ranoveﬂmmadnng(a)ﬁ-omdommtsorothermwial '

" . 12.1.3 Othes obsoléte markings include: WARNING NOTICE-INTELLIGENCE SOURCES OR

METHODS INVOLVED, WARNING NOTICE-SENSITIVE SOURCES AND
METHODS INVGLVED;  WARNING NOTICE-INTELLIGENCE SOURCES AND
‘METHODS INVQLVED, WARNING NOTICE-SENS{TIVE INTELLIGENCE -
SOUREESAND METHODS INVOLVED, CONTROLLED DISSEM, NSC
: PARTIC]PAT]NG ‘AGENCIES ONLY, INTEL COMPONENTS ONLY, LIMITED, ,
CONTINUED GONTROL, NG DISSEM ABROAD, BACKGROUND USE ONLY, USIB

.ONLY, NFIBONLY .
122Questxonsw1th tocum:pphcanomofunoontmlmhngsmhonzedbyeaﬂm
Directives-on the di ' and ‘conitrol of intelligence and used on documents issued prior to

theeﬂ'achVeduteofﬂkaaeuveshouldberefemdtoﬂxengencyordepmmonmmthe
mﬁeﬂlgencesoma:ked Yo

b




. 13,1'Violations of the foregping restrigtions and control markings that result in unautharized disclosure
‘ byoneagencyoftheirgtel!igenceofmpth«dnnbcrepOﬂedmﬂmthorofCentdhmﬂigence

. 14.0 Responsibiities of SOICs

14.1 SOICs shall be.resporuiible for the implementation of internal controls and shall conduct training to
ensure that the disseimitation and release policies contained in this Directive and the limitatians on
“** " the usé of control markings aye followed. SOICs shall assure that agency personnel are accountable

" * for the'proper marking of classified information under this Directive and Section 5.6 of EO 12958,
14.2 SOICs shall catablish challenge procesures by which US consumers may register complaints about
the misuso-of control inarkings or-tho lack of use of tear line reporting or portion marking.
Infoimation concerning such challénges shall be provided to the Security Policy Board staff upon

o me s

15.0 Annual Reﬁbi‘f on the Use of Control Markings

15.1 The Security Policy Board staff shall report to the DCI and Deputy Secretary of Defense on
Mig&u&nmuw_wmpﬁmwkhﬂﬁspirwﬁvqhmmﬁmﬁorﬁm
poﬁdahﬂﬁsmmmﬁmwmmﬂemhdepthmhﬁmofthemofwnﬁdmuﬁwh
‘intelligesice repasting/production, including consumes evaluations and producer perspeotives on

- implementation of the Directive. The report shall also include information and statistics on
challenges formally lodged. pursiant to agency procedures under section 1.9 of Exeoutive Order
12958whhhanﬂﬁnonghwghaamdwmmemdwmmmm
adjudication and the number of times the authority in Section 10 was used and the documents

o provided, Tn order t fnform the Security Poficy Board staff of substantive detail in these arvas for

' mowdmmw;._mmcwdmamwwmmwm

. from the Security Policy Board staff. Intelligence Community elements may build this program into -
their Self-Inspection piograras under E.O, 12958. The Security Policy Board staff shall also obtain
wﬁmn;_iﬂmﬁaﬁmpnmhmpwﬁmhwlmwmurequhed: .o

15.2 The report requiretl by this Section shall be conducted annually, unless otherwise, dirccted by the

: DCI.'lfheSuﬂ'Dhegthr}S_eqnityPoﬁcyBoudshaﬂesubﬁshthescMﬂeforthcrepon.

~ 16.0 Interpretation E )

16.1 Queshons concemsing the.ixji]iletﬁentation of this policy and these procedures shall bo referred to
the Community Management Staff

. SiguedbyGeorgeD.Tenet . . 30 June 1998

* "Diréotor of Central Intelligence .. . Date
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CONTRACT OR TEMPEST QUESTIONNAIRE

1. The lon 'I'EMPESTquesuomire mnnbecompbledmdsammtheconmungmm
alldthc WM@A&MﬁWVﬂM%MMM&B&hﬂsb&n
mrMmCONTRACTORS wuowﬂ! National Security Information at the

SECRET s%c:gco Y or hi lovel. ’l‘hisisanmformmonuollteginn
i adimcuve, nanmmtammam gmcm
ﬁ“smpmnmorslneldingfor ‘m?hisconm DONOTpmcm'e
eqlﬂpmellt Mbymewnmcdnxunﬂmnty ' : .

a Plnaseanswarthafonowms mdmnndlcmﬁotmanonmthe
mﬂ’r’m;\.m listed below:
Depamnen;oftheNavy '
. %" Qode 723AF TS
. ¢ SPAWARSYSCEN. . . .~
P. O. Box 190022
- Nor&Chaﬂam&CZ%lm

1. Whatnthehxglwuhssiﬂeadmlevdofwﬂmbe bynlecuonic '

a'éeemeeunicalmmmdintammapmchng

S Z.Wspmdmmachsuﬁedmmﬂ cdmpammwd‘lnfomdon,
ireuclearcommbd anol.SpeciﬂAmquyJu.SinglehwmudOpmoulmn.m)

3: Whausthe gcemcedpmmmmpsgumdspdﬂ
ol )

bepetf: Pmdemespwﬁcbcanmaddmmdzipcod&whmmechssﬁedprocssingwm
5. P:ovxde tymfonﬁamn,m:hetgodumowmt'snmtypeof

. | bunnes(go?uqommmhfmignaommumakfordgngw& s CIC.)

Mmm&lhetypﬂ“eqmpmcmwbeusedmmephyﬂmllayomofmcf ity:

A 2 Puishabihtyafhfomanourroeessed mmnfyfmcinfmmﬂonbmnzpmseduof
longmvnlne(e.m maﬁegw)ouhmmvnlue (g taetical). .

8. Physical Contzol Dmibu phynca!lmessconnolovenhcfacimyandm

. 'codimmn the system.under réview. This includes goards (numbes, hours of posting, ‘
C L mxw;ngcwmlovamw&ﬁhvmmm mmoiuncmu

mmmdpmmellmlmmﬁnmmefome, vending personnel, and ielephone/power . .
jintainets/installers, Dgtumnethelsvdofmﬁmwwhchmfwmeinsp:cpdmorpgwa}

¢ maintein
prexsomdwhocouldpohenutnycplbumvumenhlme& Emnﬂ-ne:heposmgof

in effect to exercise conwrol over parking and

B wmgngﬁsand e
S thermasadjacemwormdosc mﬁlefacﬂlty/syswmnndetrcvww

Profils of Equipmant - Provide actua) TEMPEST profile
2 pment gt at the faciliry.

mformauon for cach-eq tem-used to chssiﬁedinﬁmmadon
Identify éxistng on-site- m (estresults g: the facility gncludmg Zoning tests,

I e S ATTACHMENT t_f{_f_rono-m




e eclemma,

3

b. kthxsoompanyfomgnownedqreonmlled? If 50 what is the country?
vaﬂecanmnmﬂbe:mdidmﬁfysponsodngwmmd.
. 2. mwmmm. . ,
'a.mmeeonuacmanm TEMPEST requifeinonts to subcontractrs,
pm ‘II%MPESTQuuﬂonnairepﬂorto

. Subeoutm:ton_ must mbmlt a Contraétor

pr‘ocesslng.

b. Inferim for. onSpeaalCm andbelowuanowedonced:e
) mmwsfmn&un&pmkwiew twdw?y

TEMPESTCounummRzmwsfnrawudadcummshouldbemﬂedmmtmdpt
mqudb' |
: rot'thoNnvy '
NenhChAﬂuton.SC 294[9-9022 .
' dmmwlm&mloﬁwmwpyofmmsmem

Wnﬂu'ninz eompleﬂ of this form contract Mr. Andy Fisher at
caoa) 974-27" DSN mmsomdons'lp:s aﬁ?AWiﬁ'&Y SCEN, )
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OPERATIONS SECURITY GUIDANCE
~. . FOR |
. .CONTRACTORS

Ope'r_ations security, or OPSEC, is the process of denying adversaries information about
(dendly {our] capabilitiea ind ‘Interiions by to

associated with planning and conducting military .operations and other activiles, OPSEC applies:

and should be emphasized at ail levils of management down lo tha lowast shop and office level.
Essentially, OPSEC has two cbjectives: . " '
'_'1 . Protecting triendly operaiions

2. Dog'ndlng: "an a&_vor‘lny‘s. war fighting capabilities through denial or control of
 Information essentiat for plamlncand decision making.

M_ "i .. :.

One of the prime objectives .of the U.S..inteliigence community is the early soquisition of
critical informasion regarding*tha research, development, testing, and evaluation: (ROTSE) of
. adversarial military weapon’ systenis and associated ‘hardware. Conversely, there is no doubt

that this nations fhotental: edversaries are also very interested in our uwn development of

" milhary systems.

" 1, The reason .for gliii z&iutut,l interest derives from the basic objectives of milivary
. intelligence: 1o°avoid being surprised on the battiefield, while at the same time having thé

sbillty to rénder an adversary helpiess through the slement ol surprise.
2.. To avold being surprised.on the-battiefield, it Is of utmost importance o have pricr

' k;uwlndgo of weapons the adversary might use, their capabiiities, methods of employment and
iptibjiity to countermeasures and counteriactics. 1t is imperative that this information be

. acquired as early: as ‘possible; thus making the development end iniial testing phases of a

weapon system a prims targst for Intelligence collection,

The purposs of this.{dreign _intelligence effort Is to determine general developmantal trends
of future U:S. weagonty, to obtdin hard-cors paramelric data about specilic: weapons in crder
toc devise countdrmeasuras, and: t0 .acquire advanced technology that could possibly reduce
developivental time: and .maney ssociatéd with a country’s own military hardware programs.

With this qn;pl'm"sln. ll is sasy 1o understand why our potential adversaries are most
interested in the work and results 6t the Ospartment of Defense and its CONLIACIOTE.

Exparionce fram the oady.:d'nys_., ol Vietnam -and the original OPSEC efiort (code-named -

Purple Dragon),domonsu'a'l-d that something other than the_ traditional securily programs

(informafion, ‘personasel, physical and (ndustrial securlty] was required ‘to maintsin this element

of surprise and o deter toraign inteligence collection efforts, This has developed the OPSEC

concept which;’ unlike’ t_:'onvéﬁﬂom'l's‘aeumy programs, focuses on identifying and protecting the

. apagiffc information needed by an adversary to undermine the effectiveness of a 3pecitic
operatibn or wéadpon system,’ .

. )




.'."':' v ecurit al security
‘OPSEC" is not designed, 10 roplaco-mqunnl security programs. Tradition
p'rogum; are aimed at the protection, of ciassified information, while OPSEC Is aimed at the
-protection .of indlcstors, : clagsified. OF" unclassified, that revesl i1.s. capabilities of
intentions. it .

. Evaiunlom'- oi:pa;éqtiipa,inﬁ drisis deployments: sxercises, monmlnam systems
acquisiton tests, personnel,, logistics and securjty furctions; lsst ranges. {aboratories, and
other activities. revealed the need to 8pply OPSEC 1o ADTAE sctivities 3% well as combat

- operations. ;
" Unless sh adversary hes ‘m to planning actions by means ol espionage that sxplait
‘classilled- information, hi smusl degond on intelligance derived trom detectable activities.

.1.' Detectable’ a&dvlﬁi's-'indqda any emiasion of reflection of snergy, any action, or
snything. that’.can ‘be g,u,ily-_}oburvg‘d or regorded, and _the
gublis. Detéctable, activities ' are- defined as activities incident to routine operstions that

convey Information  to’our adversariss. ' »
. 2. Wheh detectahie adlivitiss afe observed, photographed ar “detectsd® by human or
. fechnical means, they . gy provide our adversaries with sufficient’ information to_reach
. canclusions approxXimiting, clusified_information about our intentions and capabiities. This
. - enables our dv«qﬂs'p,w‘:dwo'm'w _ :

. 3 Routingly, -deteciable sctivities dre hermiess: however, when the information
fevealed is asneilial fo the naeds .of the advirsmy, it may ‘compromise our end product and
pegate our efforfs, < These .harmful detectable activities are known as Indicators snd
' p.bs.nnbtoq. Tt T .

Y Wy L indlostor:is-any ltem of (information which reflects " an Intention or
'onpabllly. indicaters ste obtained from *documentation such as supply stubs, personnel
“racords, test schedutes, it plans, OPSEC glans. réquired operational capablilties, program
introductions, misaion ‘stalsments, test  evaluations, et : . )

. 'b. An ebsdrvablé: is un sctivity or anything (such as equipment, technical
documents, o_u;,).,m can ba' gbsetved of photographsd by ‘human agents or any of the
multidisciplingd techdical, inteligence colleciion miethods sich as the interception and analysis
ol gompromising ‘computer emanations, radio and telephone commwnications, :radsr emissions,

. and other intentiong! and upinteritional élecironic emissions; as well as technlcal imaging
techniquies; suéH es. phatography, litrdred pholography. and radsr imagery. »

0 * .
. -
v e ..
.. e "o

_'--éPgac i ﬁo .proc..l;'.

ardin the devéjopiment of U.S. weapons systems. OPSEC, as applied to .weapons sysiems
- "developrhent, lg-_llpo--idongi,lbsﬁbn;. control and protection ‘of the specific essentlal information
-nou_hd.by an advhsagy‘ tg develop .coulilermaasures and countenactics, or that which could be
crucial in the ‘yansier of fechnalogy. The essential Jinformation that must be protectsd need

not bie claisifisd and-is-usually vieWed as unimponant when examined in isolation.

whed in the ROTAE communlly to maintain the slement of surprise




OPSEC .Is Y sys.togn'n.lie pchqu' designed to be an integral parnt of overal planning.
1. QPSEC “glanniers miust first establish an OPSEC team composed of employees from
various areas. - The- reasan for -the. tedm wpproach is that OPSEC. analysis requires close

coordination between management, sacurity specialists, and subject matter experts.

]

‘2. The key tothe OPSGG conceps. is the identification of the igdorﬁalion that requires
protection. This ' information’ is celled . . gt )
; ) ) and may be corporale proprietary data, classified information, privacy

‘ daw, For Ofticlal - Use Only material, oF unclassified, but national security-sensitive,

_Inlommion. Lo .

.3, When identilying EEFL, the tam should include those llems of information which
when put 16gethér, would: give ‘éitier a plece or all of the essential information. ‘This step is
necessary because an -advarsary,- ke & puzzle enthusiast, does not need all the pleces to

sccurataly guess what the piciure s

4. Next the team must idently the threal to that information by creating compoesite
profile of their -advarsary's inteiligence collaction capabilities.

5. crm:‘oolog!al!y-klanmym all activities involving the assential information ls the
next step. Al ‘activity, including supporting ectivities that might reveal esseniial information,
must be reviewed. Kt {b.imporiant lo ensure the sequence of events is .exactly how the
operation really works sathier, than pow_mmmmom plans for it to work.

: 8. .'Egch' event In. wl)l;:h‘ sensitive information appu.h is an opportnity for an
adversary to, expidlt, and s considejed an OPSEC vulnerabllity. -

T It is imperative to wmmmmry‘:poﬁndvlmdum the OPSEC process;
in order to knav, what our ddversarss see, we must lock at our aperations with their eyes.
. ‘Mumﬂy.‘l_r_om.d.mpd,p,dnl o view, it an adversary cannot exploit & vuinerablilty because
of the. limitslions In° his_Inelligence ocollection capabilities, then no couniermeasures are
required. On the other hand, 1f.the-adversary hes the capabllity to exploit & wulnerability, then
countermeasires are warfanted. '

, ' a. Finally, the OPSEC team should prioritiza the vuinersbiliis jrom the most 1© the
feast serlous. Then ‘the team can solect Countermeasures most affctively, using such (actors
as cost, sase ‘of implementation, and number of wuinerabiliies reduced.

9. Twp cqm}wtf‘\l,\a OBSEC team should consider whan developing countermeasures
are: e )
a.  Vyinersbijitiés can often be minimized but rarsly aliminated

b. . Thia. objective of the OPSEC program is to make collection sufficlently difficult

to persuade the adversary 16 ‘collect information somewhere eise.

_ Normally, -comiractors -acliviles do. nol in and of themeelves, generate & great deal of
sensitive informadon ot EEFI. howaver, contractor facilities, squipment and employses ara
used to store, vansmit and” pedcess classilled information, unclassified but national security-
senglive, information. and GEFI Which was generated outside their facllities.

4




. Gontractar- activitips usudlly. have ittle intringic intelligence vaiue until assoclated with 2
"specific weapon systein or activity. Unclassified. non-proprietary, For Official Use only, and
privacy data are vtot gund_rally-_nﬁtlonat security-related lssuss: however, this type of
information, whan' merged with’ intereation pertaining to specilic weapons of weapons

- systems, may became. sénsitiva’ oF even classified, Thecelore, it i8 incumbent upon all

comrastors 10 ascertaln the sengitivity of infofmation before intraducing the information into
their facilities. - o

. Opﬁmmmdm:an be-roughly divided inta two categorias with respect to OPSEC;
work performed inside workspaic¥s. dnd work performed outside workepaces.

. 1. . jnside workspacds QPSEC s covered by waditionel sscurity programs. Protecting
inférmation whether contairied In gomputers, o0 written documents, of In communications
neworks is & . maltsr “of complying - with inlormation, personnel, and physical security
procedures. The essence of OPSEC In3ide work spaces is identilying the information you need
to' "protect, astablishing minimum procedures for protecting that information, and
. communicating this 1 smployées.’ .

. Thé. sensitivity ‘of, information teceived by {as opposed 10 generated by) the fackiy
_ {rom sxternal sources must b determined and appropridtely communicated to employoes al the
time this information Is receivad at.the facifity.

2. Whenever wark ia performed gultaldy warkegaoes, of Whenaver EEF! Is relessed

- trom your workspaces {to éthver ‘warkepacss in or aut of your faciily) for whatever rsason,

.
.

an OPSEC do‘wrmiqaﬂok. Is m,«iﬁgy: will the activitles ‘unnecessarily expose sensitive
informasion, and. Whal -gin, be done to counter this exposure? This analysis must then be
documented in the: form:of an OPSEC plan. mors_scpunmmm-usuos:
. Th. &IM!V that lnvolves the sensitive Information
B, Thoeolnmvo information that might be expased |
@ The threat \o that informatiqn

. S K Wh-ro the Information s vulnerable or what is it about the aoctivity that
. sxposes. this. informafion T '

e. What countermeasures can be applied to reduce or eliminate these
vulnerabilities... . )
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WAGE DETERMINATION NO: 94-2044 REV (14) AREA: CA,BAKERSFIELD

REGISTER OF WAGE DETERMINATIONS UNDER

U.S. DEPARTMENT OF LABOR

***FOR OFFICIAL USE ONLY BY FEDERAL AGENCIES PARTICIPATING IN MOU WITH DOL***

Division of
Wage Determinations

William W.Gross
Director

- WASHINGTON D.C. 20210

Wage Determination No.: 1994-2044

Revision No.: 14
Date Of Last Revision: 01/26/200

1

State: California
Area: California County of Kexrn

**Fringe Benefits Required Follow the Occupational Listing**

OCCUPATION TITLE

MINIMUM WAGE

Administrative Support and Clerical Occupations

Accounting Clerk I :
Accounting Clerk II
Accounting Clerk IIT
Accounting Clerk IV
Court Reporter
Dispatcher, Motor Vehicle
Document Preparation Clerk
Duplicating Machine Operator
Film/Tape Librarian
General Clerk I
General Clerk II
General Clerk III
General Clerk IV
Housing Referral Assistant
Key Entry Operator I
Key Entry Operator II
Messenger (Courier)
Order Clerk I
Order Clerk II
Personnel Assistant (Employment) I
Personnel Agsistant (Employment) II
Personnel Assgistant (Employment) III
Personnel Assistant (Employment) IV
Production Control Clerk
Rental Clerk
Scheduler, Maintenance
Secretary I
‘Secretary II
Secretary III
. Secretary IV
Secretary Vv
Service Order Dispatcher
Stenographer I
Stenographer II
Supply Technician
Survey Worker (Interviewer)
Switchboard Operator-Receptionist
Test Examiner
Test Proctor
Travel Clerk I

RATE

11.15
12.17
13.66
17.36
14.82
13.12
12.83
12.83
11.50

7.82

8.79
12.83
14.41
15.04

9.68
11.85

8.73
10.24
10.68
10.64
11.94
14.76
15.26
13.18
12.27
12.27
12.27
15.05
15.69
19.30
21.43
13.23
10.36
12.00
18:.75
12.37

9.08
15.05
15.08

9.13

4/26/01 3:23 PM
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Travel Clerk II : 9.61
Travel Clerk III . 10.41
Word Processor I 10.63
Word Processor II 13.18
Word Processor III 14.81
Automatic Data Processing Occupa.tions .
Computer Data Librarian 12.88
Computer Operator I 11.13
Computer Operator II 12.88
Computer Operator III 15.54
Computer Operator IV 17.39
Computer Operator V : 19.27
Computer Programmer I (1) 13.59
Computer Programmer II (1) : 16.51
Computer Programmer III (1) 18.90
Computer Programmer IV (1) ‘ 22.85
Computer Systems Analyst I (1) ; -14.23
Computer Systems Analyst II (1) 20.60
Computer Systems Analyst III (1) 22.48
Peripheral Equipment Operator 12.76°
Automotive Service Occupations . ’
Automotive Body Repairer, Fiberglass 17.23
Automotive Glass Installer 15.90
Automotive Worker 15.90
Electrician, Automotive 16.55
Mobile Equipment Servicer : , 14.36
Motor Equipment Metal Mechanic . 17.23
Motor Equipment Metal Worker 15.90
Motor Vehicle Mechanic 17.23
Motor Vehicle Mechanic Helper 13.30
Motor Vehicle Upholstery Worker 15.42
Motor Vehicle Wrecker 15.90
Painter, Automotive . 16.54
Radiator Repair Specialist 15.90
Tire Repairer 13.87
Transmission Repair Specialist 17.23
Food Preparation and Service Occupations
Baker 12.41
- Cook I ' 11.20
Cook II 12.41
Dishwasher : 9.15
Food Service Worker 9.15
Meat Cutter 12.41
Waiter/Waitress 8.77
Furniture Maintenance and Repair Occupations.
Electrostatic Spray Painter ! 16.54
Furniture Handler N 12.87
Furniture Refinisher 16.54
Furniture Refinisher Helper 13.30
Furniture Repairer, Minor 15.21
Upholsterer 16.54 .
General Services and Support Occupations !
Cleaner, Vehicles : 7.96 I
Elevator Operator : 9.60
Gardener _ 9.34
House Keeping Aid I 7.96
House Keeping Aid II - 9.82
Janitor - 8.88
Laborer, Grounds Maintenance 8.95
Maid or Houseman : 7.14
Pest Controller 11.88
Refuse Collector ' 10.52
Tractor Operator 10.61

Window Cleaner 9.79
Health Occupations :

20f8 ' : 4126/01 3:23 PM




BRS Document Viewer

3of8

Dental Assistant

Emergency Medical Technician (EMT)/Paramedic/Ambulance Driver

Licensed Practical Nurse I
Licensed Practical Nurse II
Licensed Practical Nurse III
Medical Assistant )
Medical Laboratory Technician
Medical Record Clerk

Medical Record Technician
Nursing Assistant I

Nursing Agsistant II

Nursing Assistant III

Nursing Assistant IV

Pharmacy Technician
Phlebotomist

Registered Nurse I

Registered Nursge II

Registered Nurse II, Specialist
Registered Nurse III
Registered Nurse III, Anesthetist
Registered Nurse IV

Information and Arts Occupations

Audiovisual Librarian
Exhibits Specialist I
Exhibits Specialist II
Exhibits Specialist III
Illustrator I
Illustrator II
Illustrator III
Librarian

Library Technician
Photographer I
Photographer II
Photographer III
Photographer IV
Photographer V

Laundry, Dry Cleaning, Pressing and Related Occupations

Assembler

Counter Attendant

Dry Cleaner

Finisher, Flatwork, Machine

* Presser, Hand

Presser, Machine, Drycleaning

Presser, Machine, Shirts

Presser, Machine, Wearing Apparel, Laundxy
Sewing Machine Operator

Tailor

Washer, Machine

Machine Tool Operation and Repair Occupations

Machine-Tool Operator (Toolroom)
Tool and Die Maker

Material Handling and Packing Occupations

Forklift Operator

Fuel Distribution System Operator
Material Coordinator

Material Expediter

Material Handling Laborer

Order Filler

Production Line Worker (Food Processing)
Shipping Packer

Shipping/Receiving Clerk i
Stock Clerk (Shelf Stocker; Store Worker II)
Store Worker I

Tools and Parts Attendant

Warehouse Specialist

12.01
12.63
10.98
12.34
13.81
10.39
10,95
10.73
12.93

6.90

7.75

8.45

9.50
11.63
12.34
15.23
18.64
18.64
22.55
22.55
26.81

20.01
15.55
18.55
22.87
13.52
16.13
19.89
20.64
12.33
12.90
15.38
18.66
22.83
28.08

6.84
6.84
8.31
6.84
6.84
6.84
6.84
6.84
8.85
9.38
7.24

16.54
24.06

11.77
14.51
12.14

"12.14

9.48
12.17
12.32
12.47
12.47
11.35

9.38
12.30
12.30

’ http://www.ceals.usace army.mil/metacgi/.. =sSRVCé&i=208u=/netahtml/srvc. html &r=1&fs
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Mechanics and Maintenance and Repair Occupations
Aircraft Mechanic 17.41
Aircraft Mechanic Helper - : 13.68
Aircraft Quality Control Inspector : 18.45
‘Alrcraft Servicer ) 15.65
Aircraft Worker 16.35
Appliance Mechanic 16.54
Bicycle Repairer 13.87
Cable Splicer 19.82
Carpenter, Maintenance 16.54
Carpet Layer 15.90
Electrician, Maintenance 20.00
Electronics Technician, Maintenance I 17.19
Electronics Technician, Maintenance II 19.02
Electronics Technician, Maintenance III 20.52
Fabric Worker 15.21
Fire Alarm System Mechanic ' 17.23
Fire Extinguisher Repairer 14.85
Fuel Distribution System Mechanic 17.23
General Maintenance Worker 15.70
Heating, Refrigeration and Air Conditioning Mechanic 17.23
Heavy Equipment Mechanic ’ 17.23
Heavy Equipment Operator : 20.91
Instrument Mechanic 19.29
Laborer : 11.28
Locksmith v 16.54
Machinery Maintenance Mechanic 17.68
Machinist, Maintenance 18.42
Maintenance Trades Helper _ 13.30
Millwright _ 18.70
Office Appliance Repairer 16.54
Painter, Aircraft 16.54
Painter, Maintenance ) 16.54
Pipefitter, Maintenance ] 17.23
Plumber, Maintenance 16.54
Pneudraulic Systems Mechanic v 17.23
Rigger 22.39
Scale Mechanic _ 15.90
Sheet-Metal Worker, Maintenance 17.23
Small Engine Mechanic 15.90
Telecommunication Mechanic I _ 18.93
Telecommunication Mechanic II 20.62
Telephone Lineman 18.93
Welder, Combination, Maintenance 17.23
Well Driller . 17.23
Woodcraft Worker 17.23
Woodworker 15.44

Miscellaneous Occupations . .
Anima)] Caretaker 9.15
Carnival Equipment Operator : 12.07

" Carnival Equipment Repairer 13.01
Carnival Worker 7.96
Cashier 8.11
Desk Clerk . 8.44
Embalmer 16.57
Lifeguard » 9.02
Mortician : 16.57
Park Attendant (Aide) _ 11.31
Photofinishing Worker (Photo Lab Tech., Darkroom Tech) 8.64
Recreation Specialist 12.32
Recycling Worker 13.74
Sales Clexrk 8.64
School Crossing Guard (Crosswalk Attendant): 7.96
Sport Official 8.64 .
Survey Party Chief (Chief of Party) ; 13.73 f

40f8 . . 4126/01 3:23 PM !
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Surveying Aide 9.11
Surveying Technician (Instr. Person/Surveyor Asst./Instr.) 12.48
Swimming Pool Operator " 11.06
Vending Machine Attendant . 9.52
Vending Machine Repairer 11.93
Vending Machine Repairer Helper i 10.26

Personal Needs Occupations . .
Child Care Attendant 8.44
Child Care Center Clerk . 13.11
Chore Aid 7.88
Homemaker ‘ 14.27

Plant and System Operation Occupations ’ :
Boiler Tender 17.23
Sewage Plant Operator 17.45
Stationary Engineer 20.65
Ventilation Equipment Tender ] 13.30
Water Treatment Plant Operator 17.45

Protective Service Occupations N
Alarm Monitor 11.13
Corrections Officer 19.47
Court Security Officer 19.47
Detention Officer 19.47
Firefighter 18.02
Guard I 7.70

 Guard II : 8.41
Police Officer 22.42

Stevedoring/Longshoremen Occupations
Blocker and Bracer ) ' 14.71
Hatch Tender ' . 15.00
Line Handler . _ 15.00
Stevedore I . 14.08
Stevedore 1II 15.31

Technical Occupations : .
Air Traffic Control Specialist, Center (2) . 27.00
Air Traffic Control Specialist, Station (2) 18.62
Air Traffic Control Specialist, Terminal (2) 20.50 .
Archeological Technician I . 12.91
Archeological Technician IX ‘ 14.44

- Archeological Technician IIT 17.88
Cartographic Technician 22.87
Civil Engineering Technician _ 21.90
Computer Based Training (CBT) Specialist/ Instructor 14.23
Drafter I 12.62
Drafter II 15.04
-Drafter IIX 20.90
Drafter IV . 21.62
Engineering Technician I 11.33
Engineering Technician II 13.52
Engineering Technician IIX : 18.79
Engineering Technician IV 19.89
Engineering Technician v 28.14
Engineering Technician VI . ' o 29.43
Environmental Technician ' 16.63
Flight Simulator/Instructor (Pilot) 20.60
Graphic Artist 12.37
Instructor 14.23
Laboratory Technician 13.56
Mathematical Technician ) 19.88
Paralegal/Legal Assistant I . 14.23°
Paralegal/lLegal Assistant II ) ) 18.09
Paralegal/Legal Assigtant III 22.13
Paralegal/IL.egal Assistant IV 26.76
Photooptics Technician 21.82
Technical Writer 22.32
Unexploded (UXO) Safety Escort 17.16

Sof8 : ' 4/26/01 3:23 PM
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Unexploded (UXO) Sweep Personnel 17.16
Unexploded Ordnance (UX0) Technician I 17.16
Unexploded Ordnance (UX0O) Technician IIX 20.76
Unexploded Ordnance (UXO) Technician III 24.88
Weather Observer, Combined Upper Air and Surface Programs (3) 13.47
Weather Observer, Senior (3) 14.97
Weather Observer, Upper Air (3) 13.47
Transportation/ Mobile Equipment Operation Occupations
Bus Driver 13.77
Parking and Lot Attendant ‘ 6.73
Shuttle Bus Driver ’ 10.21
Taxi Driver . 10.48
Truckdriver, Heavy Truck 14.67
Truckdriver, Light Truck : 10.21
Truckdriver, Medium Truck 14.81
Truckdriver, Tractor-Trajler 14.67

6of8

ALL OCCUPATIONS LISTED ABOVE RECEIVE THE FOLLOWING BENEFITS:

HEALTH & WELFPARE: Life, accident, and health insurance plans, sick leave, pension plan:
civic and personal leave, severance pay, and savings and thrift plans. Minimum enploy:
contributions costing an average of $2.56 per hour computed on the basis of all hours
worked by service employees employed on the contract.

VACATION: 2 weeks paid vacation after 1 year of service with a contractor or successor
weeks after 5 years., and 4 weeks after 15 years. Length of service includes the whole
of continuous service with the present contractor or successor, wherever employed, and
the predecessor contractors in the performance of similar work at the same Pederal
facility. (Reg. 29 CFR 4.173) .

HOLIDAYS: A minimum of ten paid holidays per year: New Year’s Day, Martin Luther King
Jr.‘’s Birthday, Washington‘’s Birthday, Memorial Day, Independence Day, Labor Day, Colu
Day, Veterans’ Day, Thanksgiving Day, and Christmas Day. (A contractor may substitute
any of the named holidays another day off with pay in accordance with .a plan commnica
to the employees involved.) (See 29 CFR 4.174) .

THE OCCUPATIONS WHICH HAVE PARENTHESES AFTER THEM RECEIVE THE FOLLOWING BENEFITS (as

numbered) :

1) Does not apply to employees employed in a bona fide executive, administrative, or
professional capacity as defined and delineated in 29 CFR 541. (See CFR 4.156)

2) APPLICABLE TO AIR TRAFFIC CONTROLLERS ONLY -~ NICHT DIFFERENTIAL: An employee is’
entitled to pay for all work performed between the hours of 6:00 P.M. and 6:00 A.M. at
rate of basic pay plus a night pay differential amounting to 10 percent of the rate of
basic pay. o

3) WEATHER OBSERVERS - NIGHT PAY & SUNDAY PAY: If you work at night as part of a reg
tour of duty, you will earn a night differential and receive an additional 10% of basi.
for any hours worked between 6pm and 6am. If you are a full-time employed (40 hours a
week) and Sunday is part of your regularly scheduled workweek, you are paid at your ra
basic pay plus a Sunday premium of 25% of your basic rate for each hour of Sunday work
which is not overtime (i.e. occasional work on Sunday outside the normal tour of duty .
considered overtime work). )
HAZARDOUS PAY DIFFERENTIAL: An 8 percent differential is applicable to enployees emplo:
in a position that represents a high degree of hazard including working with or in clo:
proximity to explosives and incendiary materials involved in research, testing, :
manufacturing, inspection, removation, maintenance, and disposal. Such as: Screening,
blending, dying, mixing, and pressing of sensitive explosives pyrotechnic compositions
as lead azide, black powder and photoflash power. All dry-house activities involving
propellants or explosives. Demilitarizationm, modification, removation, demolition, am:
maintenance operations on sensitive explogives and incendiary materials. All cperatio:
involving regarding and cleaning of artillery ranges.

A 4 percent differential is applicable to employees employed in a poeition that repres:
a2 low degree of hazard. Including working with or in close proximity to explosives an:
incendiary materials which involves potential injury such as laceration of hands, face
arms of the employee engaged in the operation and, possibly adjacent employees, irrita
of the skin, minor burns and the like; minimal damage to immediate or adjacent work ar:
equipment being used.

‘All operations involving, unloading, storage, and hauling of explosive and incendiary

ordnance material other than small arms ammunition. (Distribution of raw nitroglyceri:
covered under high degree hazard.)

426/01 3:23 PM
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** UNIFORM ALLOWANCE **
If employees are required to wear uniforms in the performance of this contract (either

the terms of the Government contract, by the employer, by the state or local law, etc.
the cost of furnishing such uniforms and maintaining (by laundering or dry cleaning) @
uniforms is an expense that may not be borne by an employee where. such cost reduces th
hourly rate below that required by the wage determination. The Department of Labor wil.
accept payment in accordance with the following standards as compliance:
The contractor or subcontractor is required to furnish all employees with an adequate
number of uniforms without cost or to reimburse employees for the actual cost of the
uniforms. In addition, where uniform cleaning and maintenance is made the reaponsibil.
of the employee, all contractors and subcontractors subject to this wage determination
shall (in the absence of a bona fide collective bargaining agreement providing for a
different amount, or the furnishing of contrary affirmative proof as to the actual cos
reimburse all employees for such cleaning and maintenance at a rate of $3.35 per week
$.67 cents per day). However, in those instances where the uniforms furnished are mad
*wash and wear" materials, may be routinely washed and dried with other personal garme)
and do not require any special treatment such as dry cleaning, daily washing, or comme:
laundering in order to meet the cleanliness or appearance standards set by the terms o
Government contract, by the contractor, by law, or by the nature of the work, there is
requirement that eimployeés be reimbursed for uniform maintenance costs.

** NOTES APPLYING TO THIS WAGE DETERMINATION **
Source of Occupational Title and Descriptions:
The duties of employees under job titles listed are those described in the."Sexvice
Contract Act Directory of Occupations,® Fourth Edition, January 1993, as amended by th
Third Supplement, dated March 1997, unless otherwise indicated. - This publication may !:
obtained from the Superintendent of Documents, at 202-783-3238, or by writing to the
Superintendent of Documents, U.S. Government Printing Office, Washington, D.C. 20402.
Copies of specific job descriptions may also be obtained from the appropriate contract.
officer.
REQUEST FOR AUTHORIZATION OF ADDITIONAL CLASSIFICATION AND WAGE RATE {Standard Form 14.
(SF 1444))
Conformance Process:
The contracting officer shall require that any class of service employee which is not
listed herein and which is to be employed under the contract (i.e., the work to be
performed is not performed by any classification listed in the wage determination), be
clagssified by the contractor so as to provide a reasonable relationship (i.e., appropr.
level of skill comparison) between such unlisted classifications and the classificatio
listed in the wage determination. Such conformed classes of employees shall be paid t!
monetary wages and furnished the fringe benefits as are determined. Such conforming
process shall be initiated by the .contractor prior to the performance of contract work
such unlisted class(es) of employees. The conformed clagsification, wage rate, and/or
fringe benefits shall be retroactive to the commencement date of the comtract. {See Se
4.6 (C)(vi)} when multiple wage determinations are included in a contract, a separate
1444 should be prepared for each wage determination to which a class(es) is to be
conformed.
The process for preparing a conformance request is as follows:
1) when preparing the bid, the contractor identifies the need for a conformed occupati:
and computes a proposed rate(s).
2) After contract award, the contractor prepares a written report listing in order pro;
classification title(s), a Federal grade equivalency (FGE) for each proposed
clagsification(s), job description(s), and rationale for proposed wage rate({s), includ
information regarding the agreement or disagreement of the authorized representative o
employees involved, or where there is no authorized representative, the employees
themselves. This report should be submitted to the contracting officer no later than !
days after such unlisted class(es) of employees performs any contract work. :
3) The contracting officer reviews the proposed action and promptly submits a report o
action, together with the agency’s recommendations and pertinent information including
position of the contractor and the employees, to the Wage and Hour Division, Employmen
Standards Administration, U.S. Department of Labor, for review. (See section 4.6(b) (2
Regulations 29 CFR Part 4).
4) Within 30 days of receipt, the Wage and Hour Division approves, modifies, or disapp:
the action via transmittal to the agency contracting officer, or notifies the contract.
officer that additional time will be required to process the request.
5) The contracting officer transmits the Wage and Hour decision to the contractor
6) The contractor informs the affected employees.

7of8 4726/01 3:23PM
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Information required by the Regulations must be submitted on SF 1444 or bond paper.
When preparing a conformance request, the "Service Contract Act Directory of Occupatio
(the Directory) should be used to compare job definitions to insure that duties reques
are not performed by a classification already listed in the wage determination. Remem
it is not the job title, but the required tasks that determine whether a class is incl:
in an established wage determination. Conformances may not be used to artificially sp.
combine, or subdivide classifications listed in the wage determination.
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CONTRACT DATA(ZFEQ%FMEM S LIST

Form Approved
OMB No. 0704-0188
mmqmbmumawh“»mﬂomnmmwuhummwmmm
mmmuumummmnmcmmmmum“uwmmam
ammwumum»wmmmmmmnm1218Mnmmrlm.
: 204 Allnoton. VA 222034302, and 1o the Ofice of Menanamy CEN. LRARINOTR Daron Proled: 0704-0150). Washingion, DC 20503, Send comuolsted Foem 1o the
SOCSNTRATTEISG MildgMEairacting Officar
” o
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& ADDRESSER Dok [;™]
Bog | Repeo
53C000D 0 1 0
210000D LTRJONLY;
Block 9: Disuibu&onsntenmtwillbedGMminedbyﬂleGovmmmpriorto
first submittal
Block 14: Repomahallbembmittedinmelecuonicfmmatagmeduponbyboth
Govemment and Contractor prior to first submittal.
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A TEEM OF DATA 7. Pikos Growp
(Daita Document 18 Estimased
“Tota! Price
NAWC CODB 530000
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Presentation Material ' DI-ADMN-81373

Uy e Yy ey e
* § & DERCRIPTION/ PURPOSE

mwmmmmmrﬁu;mmmmmmmmmm

< APPROVAL | GPFIGE OF PRVARY S DTICAPPUCABLE [ 8. GOEP APFUGABLE
931001 __ FEBG/EN-4 | l | ..

as Presantation materials are sudiovisual aids, such as viewgraphs, photographs, sides or slectronic equivalent. They |

7. APPLICATION/ INTERRELATIONSHIP

7.1 This Data ltam Description (DID) contains the format and content praparation instructions for he data product
: mw.mmmmmmmqmnum

7.2 ThbDannyhuppbdonwwhlbn.-
7.3 This DID sipersedes DI-A-3024A. '

[ APPROVAL LASTATION u. APPUCABLE FOFOMS 0. AMSC NUMBER
' F6970

PP Ty ey Yy e e
10. PREPARATION INSTRUCTIONS

10.1 Earmat mmbmmmmmmmmmmmdw _
wmwmcm’mmmmuMmmmmmm.m

10.2 Cortent. Presentation materil shall inciule a text of any accompanying verbal material unless the verbal portion
kt&ﬂdam«m%%h“mhﬂwuﬂh“hﬂuaﬁomm

mmammmmmmummmmmmqm
herein. mmwwmmmwwmmmmmmm

sponsoring government activity.*

11. DISTRIBUTION _
DISTRIBUTION STATEMENT A. Approved for public release; distribution Is unlimited.

—'——-—*» - . n
DD Form 1664, APR 89 (EF) ‘ Previous eciions are cbeoisie. | Page 1 of_1 Pages
]
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Form

" ARSAOved
‘_ DATA [TEM DESCRIPTION oo amirioe |
TS 2. I0ENTIRCATION NUMBER
Contractor's Progress, Status and Management Report
° DI-MGMT«80227

3 OERRPIORPUDOIE _

3.1 The Contractor's Progress, Status and Mamagsment Report indicates the progress of
work and the status of the program and of the assigned tasks, reports costs, and
informs of existing or potential problem areas.

S

O N TERRE! D

7.1 This Dats Item Description (DID) contains the format and content preparation
instructions for the data product gemeratad by the specific and discrete task
requirement for this data included in the contract. '

7.2 This DID may be applied in any contract and during any program phase.

7.3 This DID supsrsedes DI-A-2090A, DI-A-30254, UDI=-A~22050B, UDI-A-220524A, UDI-A-23960,

DI-A~30024, and DI-A-30606. (cont. on page 2)

3947

10.1 Contrset = This data item i3 gensrated by the contract which contains & specific ond

discrete work task to devalop this dsts product. v

10.2 Pormat - This report shall be typewritten on standard size (e.g. 8 1/2" by 11")‘white
paper, and secursly stapled.’ Pages shall be sequentially numbered. All attachments
shall be identified and referenced in the text of the ruport. Tha report shall be
prepared in the contractor's format and shall be legible and suitable for
reproduction. - . '

10.3 Contsnt = The report shall includa:

a. A front cover sheer which includes the contrsctor’s name and address, the
contract number, the nemenclsture of the system Or program, the date of the
report, the period covered by the report, the title of the report, either the
serial number of ths report or the Contract Data Requirements List (CDRL)
Sequence number, ths security classification, and the name of the issuing
Govermment activity; i :

b. Description of the progress made against milestonss during the reporting period;

€. BResults, positive or negative, obtained relatad to previously-identified problem .
&ress, with conclusions and recommendations; '

d. Any significamt changas to the comtractor's organization or mathod of oparation,
to the project maagement natwork, or to the milestons charet; '

e¢. Problom aroas affecting techanicsl or scheduling elements, with backgromnd and any
recommsndat ions for solutions beyond the acope of the cantract;

f. Problem areas affecting cost elements, with background and any recomiendations for
solutions beyond the scope of the comtract;

g- Cost curves shoving actual and. projectad conditions throughout ths contract;

h. Any cost incurred for the reporting period and total contractual expenditures as
‘of reperting date; .

1. Parson-hours expsnded for the reporting period and cumulatively for the contract ;

3. Aay trips and significant results; (cont. om page 2)

OO Form 1684, FES &S * SIOVIOUS SEIION 15 QONOIPtY sagt 1 _oF 2 aasts




DI-MCNT- 80227 .

7. APPLICATION/ IRTRRRELATIORSHIP (Cont'd)

7.4 P«Irl.l'lphl 10.3-£| 10. 3." and 10.3.h herein should be tailorad on DD Form 1‘”
vher such cost data is already submitted through a sophisticated cost reporting
systom under the comtract. .

10. - PREPARATION INSTRUCTIONS (Cont’'d)

k.
1.

m'
Ne
O
Pe

Rscord of all significant telephone calls and any commitments made by
talaphone;

Summary of Enginsering Change Proposal (ECP) status, including identification
of propossd ECPs, spproved BCPs, and implemented ECPs; .
Contract schedule status; o

Plans for activities during the following reporting period;

Neme and telephone number of preparer of the report;

Appendixes for any necessary tsbles, references, photographs, 1llustrations,
and charts.

Page 2 of 2 Pages
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. TE t. lomrmnou uumtu‘
Operating Instructions ) DI-MISC-80392

110.2 content Instructions and Informtion,

DATA ITEM DESCRIPTION i aredies

e ————————
3. DESCRIPTION/PURPOSE

3.1 Operating Instructions (Ols) are used to amnounce policies, assign reaponsibilitiea,
direct actions, and prescribe procedures. They are necessary to ensure accomplishwment of
specific and discrete tasks as required by several functional areas such as commmications,
mintenance, transportation, etc. E

& APPROVAL OATE T OFRE OF FRaUARY RESPOIBRALITY PR )

o """’370730 F/AFSPACEIOM-DAP

7.1 This data item description (DID) containe the formt and content preparstion instruc-
peate 1n the cmtrae, - Ovoeratad b the specific a dlecrete task requiresent as dali-
nea . *

7.2 mnmummm.mmmummmmwwm

3

T8 FEPARAYION WETRUCTISS

10.1 Format. mondnuummmﬂnbmtm-atnmL

10.2.1 Propriety and Good Taste. Terms and titles in an OI must not be used when they:
. Could discredit the Government subject it to public ridiculs. ’

b, My offend readers of either sex or of any race, age group, religion, political
affiliation, or matiomality.

) C. mnmmimctmmimtvidmlbnmofdmitydhcrinimtimorm-
essary sex-based distinctions. Mdte: A policy or procedure may appear to be nautral, yet
mmmmmgnwmeumm“mq.

4. cait:l.nuo'honhowth-olm. stersotyped roles of personnel in the work force, or that
are damsaning or misleading. .

(Continued on Page 2)

DISTRIBUTTON SIATEMENT As Approved for public releass; distribution is unlimited.
DD Form 1684, JUN 88 . Previous aditions are obsolete. 2GS L OF & raGES

- : . L " |
. I F4lS8




DI-MISC~80392 . )
Contract NMusber . )
11 My 1987
Publications Management

PUBLISHING OPERATING INSTRICTIONS

mummummmmmmmwimmmmﬁmu.wbﬁum
when contractors must prepare operating instructions .(0Is).

). Media and Format. (Rafar to Air Force Regulations 5-1, 54 and 5-8, or other sexrvices
regulations for additional guidance.)

2. -

3. .

4. : .

5. . . .
6. Bu—ryotanngu_. Changss all formt and preparation instructions.

JOHN T. THOMAS, Captain, UsAP
Site Commander

" Bupersedes MDY 5-1, 30 July 1966
OPR: DAP (Mr C. D. Jones) _
Distribution: X

PIGHE 1. Sample OI.

Paga 2 of 4 Pages




DI-MISC~80392
10. Pregaration Instructions (continued)s
10.2.2 Sex-nautral langquage. Sex-neutral language mst be used vhenever possible.

a. Avoid using mle-oriented job titles. Awoid using mals-oriented terze where

b. Use singular pronouns when possible. Avoid using he or she, his or her, and him
or her, uiless unavoidable. Use titles or plural pronouns ingtead. Use gender related pro-
nouns vhen distinguishing between men and women.

c. Do not use third-psrscn - singular pronouns. For example, do mot use “hé” when
referring to a comsander or "she" when referring to a rurse or a secretary.

d. Use interchangeable words that still coovey the msaning of the text. Use they,
thes or their to avoid mking sex distinctions, :

e. Don't use contrived words, such as "freshperson” for *freshman®.

10.2.3 foris, names. Do not use joks or gag mames for peracos, installations, or
office . comonly appear in sample forms, formats, and letters. Instead
of wsing an wmusuval rame, use a cosmon ane. In reférring to the location of an activity,
use the actual installation mame including state and ZIP code.

10.2.4 ted material. Don't use copyrighted mterial or material contributed or _
bu::ycbhinsd the ot * - risaion
has .

a. Ifocpyngu:.dnwmnmea, athﬁaotoeth-tiuapgn.mhlmm

oﬂnrinﬁo:_tim.plweﬂumemt: This publication contains copyrighted material.

10.2.5 Trade names. mmtu.ahﬂamnaﬂnmuo!ammmmw
operating Instxruction, \

10.2.6 BRestrictive ., Do not ispose owverly reetrictive requirements in an
operating 0 seuse must dictate the proper amount of control neceseary to
acocomplish a task. .

10.2.7 Duplication. Do not duplicate Govermsnt regulations in OIs.

10.2.8 Abbreviations. Use albreviations only to awold frequently repeating a word oc
an akbréviation is used in an OI, show the word or phrase followed

phrase. “The first time
by its abbreviation in parentheses.

10.2.9 Illustrations. Do not use illustra in OIs unless thers is a demounstrated need.
Ifithmﬁmmm.uﬁrwhuﬂgm,tabmcrattadmmu‘u
thg:.!:to. mmumtmmucimmaumumpaa'uwummem
the paragragh that refers to them, . : .

]

Page 3 of 4 Pages
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; DI-MISC-80392
150. Preparation Instructions (continued):

1io.z.1o, Understandable OIs. Cosmply with plain English standards.

a. Use words htmwmmtmmeWMmjugm.
b. Write in the active woice. '

C. Write clear, grammtical sentences that are short, mmllymlongarﬂnﬁzo
words. .

d. mmuntue.m.uﬂvpiumhtwuyﬁuugwutam.,
@. Present the mterial in a logical, orderly sequance.
f. Keop the crganization sixple. Avoid complicated subparagraghs.

g. Amwmmummmmmuugo. Common sense dictates
that a reader canmot follow instructions that are mot undarstandable.

15‘).3 Specific Instructions.

1¢.3.1 Madia and Format. onmmdbmmiqmmmnmmmm

a. Marygins, Top sargin = } inch; bottom mrgin = 1 inch; ingide margin =1}inch; ocut-
side margin = § inch, ‘
b. Purpose Statement. A short purpose statement shall be incluled in each OI. Limit
td»mtmﬂanﬂxruocmm. Placement is as shown in Figure 1. :

- ) System. ofohdnnhud-huﬂmdw&-m.
w .mudz type of oI, uunu:mgcmniatm OIs (COIs), Maintenance OIs (MDIs), etc,
be muabered ssperatsly. ]

d

: . of « A of . be included as the last in
ar or &-ug Gung,s summry of changes my paragraph
®. Footer. Supersession line is mndatory. Office of Primary Responaibility (oPR)
line and Distribution 1ine are both » 1f used place bslow supersession line.

£f. sigmature Rlock. Signature hlocks will conform to the in Pigure 1
%m mmmmmxymhmmpmmmm'm

.
.
i

10.4 Revision. hviaiomordnngunubamhtcntdth the original or basic docu-

.5 Indexss. Indexes for emch series (i.e. COIs, MOIa TOIs, CHOIs. etc) shall be in the
ﬂnmﬁntuonbdmhﬂmd.




DATA ITEM DESCRIPTION

Title: TECHNICAL REPORT - STUDY/SERVICES

Number: DI-MISC-80508A Approval Date: 7 November 2000
Office of Primary Respoasibility: G/TS-ALS
GIDEP Applicable: No Applicable Forms: No

AMSC Number: G7408
DTIC Applicable: Deﬁ;mTechnienllnfunmhnCm(DHC),WZSJoth.Kingmaan.,
Ste. 0944, Ft. Belvoir, VA  22060-6218

Use/Relationship ' ‘
Abdmhdrepmtptwidmﬁmydoamdmhsofsmdhaamlympuﬁlnnd. !
This data item description contains the format and content instructions for the data product '
gencrated by the specific and discrete task requirement as delineated in the contract. ' '

This DID supersede DI-MISC-80508, - ‘ o

1. Format,

@ mmmmmmumammmm
shall be duplicated using non-fading ink.

®) demﬂbeptapuadmmmpapu(s 12"x 11").

© Whmaﬂxd:mﬂmhdnded,ﬂwydnﬂbcﬁﬂyiduﬂiﬁed,mﬁmxdinﬁemm
foldedmconﬁ:nnmﬂaesizepapamdhﬂnrepmt.

@ wmmmmmmmmwoﬂn
mmmwmmmasm

© Section I - Includes the following:
(1) Introduction -
()] &mmy-AhthMofmﬂbobhﬁndﬁmntbemlyﬁceﬁn
a)cmmm&maww's. '

@ Secﬁmﬂ-Amhlamddﬂniledduaipﬁmofﬁwamlyﬁcmﬂmwhidxkdm
the conclusions stated in Section I above,

Page 1 of 1 Page




1. CONTRACT ID CODE PAGE OF PAGES
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1| 2
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVEDATE  |4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO.(If applicable)
P00001 18-Mar-2002 N60530-1040-ABN4
6. ISSUED BY CODE | N68936 7. ADMINISTERED BY (If other than item 6) CODE I S0512A
CDR NAWCWD CODE 220000D DCMA
ATTN: B. HALL VAN NUYS
(760) 939-1064 6230 VAN NUYS BLVD.
1 ADMIN CIR, BLDG 982 VAN NUYS CA 91401-2713
CHINA LAKE CA 93555-6100
8. NAME AND ADDRESS OF CONTRACTOR (No., Street, County, State and Zip Code) 9A. AMENDMENT OF SOLICITATION NO.
AL SYSTEMS INC / TECH SERV OPS
BRENDA J. MCQUISTON 9B. DATED (SEE ITEM 11)
254 EAST AVENUE K-4
LANCASTER CA 83535-4500 X 10A. MOD. OF CONTRACT/ORDER NO.
N68936-02-D-0010
10B. DATED (SEE ITEM 13)
CODE OLND7 FACILITY CODE X | 25-Jan-2002
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
Dm above numbered solicitation is amended as set forth in Item 14, The hour and date specified for receipt of Offer D is extended, D is not extended.
Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods:
(a) By completing Items 8 and 15, and returning copies of the d (b) By acl ledging receipt of this amendment on each copy of the offer submitted;
or (c) By sep letter or tel which includes a refe to the solicitation and d b FAILURE OF YOUR ACKNOWLEDGMENT TO BE
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN
REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter,
provided each telegram or letter makes ref to the solicitation and this d and is received prior to the opening hour and date specified.
12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedule
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
ATHIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE
CONTRACT ORDER NO. IN ITEM 10A.
B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying
office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).
X |C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
Mutual Agreement of the Parties
D.OTHER (Specify type of modification and authority)
E. IMPORTANT: Contractor D is not, E is required to sign this document and return 2 copies to the issuing office.
14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter
where feasible.)
See Page 2
| Except as provided herein, all terms and conditions of the d £ d in Item 9A or 10A, as h changed, ins unch d and in full force and effect.
15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
MARY K. JACOBS / PROCURING CONTRACTING OFFICER
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
- - . BY 7 S 18-Mar-2002
(Signature of person authorized to sign) (Signature of Contracting Officer)
EXCEPTION TO SF 30 30-105-04 STANDARD FORM 30 (Rev. 10-83)
APPROVED BY OIRM 11-84 Prescribed by GSA

FAR (48 CFR) 53.243




N68936-02-D-0010
P00001
Page 2 of 2

SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES
Changes in Solicitation/Contract/Order Form

Changes in Section G

Summary for the Payment Office

As a result of this modification, the total funded amount of the contract is decreased by $200,000.00 from
$200,000.00 to $0.00

(Contract Level Funding)

AA: 1721319 Y6WS 253 AA272 0 068342 2D 00806Q E06020009990
is decreased by $200,000.00 from $200,000.00 to $0.00

The funding ACRN AA has been deleted.

The job order number 'C52EE6500A A2’ has been deleted



